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WD?® Service and Support

Should you encounter any problem, please give us an opportunity to address it before returning this
product. Most technical support questions can be answered through our knowledge base or email
support service at http.//support.wd.com. If the answer is not available or if you prefer, please
contact WD at the best telephone number shown below.

WD Guardian™ Services premium Technical Support and Extended Warranty services are also
available for Small Business customers. Contact WD Technical support at http.//support.wd.com
for information about this extra level of support and how to obtain it.

Your product includes 30 days of free telephone support during the 1-year standard limited warranty
period. This 30-day period starts on the date of your first telephone contact with WD Technical
Support. Email support is free for the entire warranty period and our extensive knowledge base is
available 24/7. To help us keep you informed of hew features and services, remember to register
your product on the Registration page on the user interface or online at http.//register.wd.com.

WD Guardian Services

When you need a little help from an expert, we'll take care of you! WD Guardian Services offers
flexible, affordable and hassle-free technical support and extended warranty plans with a variety of
benefits. Choose the plan that works best for your business. Visit www.wdguardian.com for details.

Accessing Online Support
Visit our product support website at http.//support.wd.com and choose from these topics:
e Downloads - Download drivers, software, and updates for your WD product.
e Registration - Register your WD product to get the latest updates and special offers.

¢ Warranty & RMA Services - Get Warranty, Product Replacement (RMA), RMA Status, and
Data Recovery Information.

¢ Knowledge Base - Enter keyword, phrase, answer ID, or PID.
¢ |nstallation - Get manuals, installation guides, and documentation for your WD product.
e WD Community - Share your thoughts and connect with other WD users.


http://www.wd.com/register
http://support.wd.com
http://support.wd.com
http://support.wd.com
http://register.wd.com
http://www.wdguardian.com

Contacting WD Technical Support

When contacting WD for support, have your WD product serial number, system hardware, and

system software versions available.

United States & Canada

United States
Canada

Mexico & South America

Argentina
Brazil

Columbia
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Peru
Uruguay

Africa
South Africa

Asia Pacific
Australia
China
Hong Kong
Japan
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Taiwan

Thailand

8565.5666.5117
8565.566.5117

00 80021102110
0021 80021102110

009 80021102110
00 80021102110
00 80021102110
00 80021102110
00 80021102110

09 80021102110

0011 800.2110.2110
00 800.2110.2110
001 800.2110.2110
010 800.2110.2110
00 800.2110.2110
(Telekom Malaysia IDD)
00 800.2110.2110
00 800.2110.2110
001 800.2110.2110
(Singtel IDD)

00 800.2110.2110
(Chunghwa IDD)

001 800.2110.2110

Registering Your WD Product

Register your WD product to get the latest updates and special offers. You can easily register your
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product on the user interface of the product software or online at http.//register.wd.com.
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IMPORTANT USER INFORMATION

Important User Information

Important Safety Instructions

Handling Precautions

Recording Your WD Product Information
About This Guide

Important Safety Instructions

This device is designed and manufactured to assure personal safety. Improper use can
result in electric shock or fire hazard. The safeguards incorporated into this unit will protect
you if you observe the following procedures for installation, use, and servicing.

* Follow all warnings and instructions marked on the product.

*  Unplug this product from the wall outlet before cleaning. Do not use liquid cleaners or
aerosol cleaners. Use a damp cloth for cleaning.

* Do not use this product near any liquids.

* Do not place this product on an unstable surface. The product may fall, causing serious
damage to the product.

= Do not drop the product.

* Do not block the slots and openings on the back or bottom side of the chassis; to
ensure proper ventilation and reliable operation of the product and to protect it from
overheating, these openings must not be blocked or covered. Making sure the server is
standing upright also helps prevent overheating.

* Operate this product only from the type of power indicated on the marking label. If you
are not sure of the type of power available, consult your dealer or local power company.

* Do not allow anything to rest on the power cord. Do not locate this product where
persons will walk on the cord.

* Never push objects of any kind into this product through the chassis slots as they may
touch dangerous voltage points or short out parts that could result in a fire or electric
shock.

* Ensure that you keep the door lock keys that come with your WD Sentinel device in a
safe place.

*  Unplug this product from the wall outlet and refer servicing to qualified service personnel
under the following conditions:

- When the power cord or plug is damaged or frayed.
- Ifliquid has been spilled on the product.
- If the product has been exposed to rain or water.

- If the product does not operate normally when the operating instructions are fol-
lowed. Adjust only those controls that are covered by the operating instructions
since improper adjustment may result in damage and require extensive work by a
qualified technician to return the product to normal condition.

- If the product has been dropped or the chassis has been damaged.

- If the product exhibits a distinct change in performance, contact WD Customer Sup-
port at http.//support.wd.com.

WARNING! The WD Sentinel™ Server uses a lithium battery, type CR2032. There
is danger of an explosion if the battery is incorrectly replaced.
Replace only with the same or equivalent battery type recommended
by the manufacturer. Dispose of used batteries according to the
manufacturer’s instructions.

WD SENTINEL DS5100/DS6100 1
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IMPORTANT USER INFORMATION

Handling Precautions

WD products are precision instruments and must be handled with care during unpacking
and installation. The WD Sentinel server may be damaged by rough handling, shock, or
vibration. Be aware of the following precautions when unpacking and installing your external
storage product:

* Do not drop or jolt the WD Sentinel server.
* Do not move the unit while it is powered on.
* Do not use this product as a portable drive.

Recording Your WD Product Information

Remember to write down the following WD product information, which is used for setup and
technical support. Your WD product information is found on the label on the bottom of the
device.

*  Serial Number
*  Model Number
* Purchase Date
* System and Software Notes

About This Guide

This Administrator and Maintenance Guide provides detailed instructions and information for
WD-specific interface elements and functions. Unless otherwise noted, refer to

Microsoft® Online Help for standard interface elements and functions. This guide uses the
following conventions:

Convention Used for...

Bold font Names of items on a page such as menus, buttons, option names, fields, and
tabs that the user must click or complete and keys the user must press.

Note: Extra, but not vital, information
Important: Essential Information to know or to prevent problems when using the
WD Sentinel server
WARNING! Vital information for operating the WD Sentinel server or to prevent damage to

the server or your computer.
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Getting to Know Your WD Sentinel DS5100/DS6100 Server

Congratulations on your purchase of the WD Sentinel DS5100/DS6100 Ultra-compact
Storage Plus Server. Designed for storage plus server capabilities, the

WD Sentinel DS5100/DS6100 is ideal for small businesses that are looking for an ultra-
compact unified storage solution with an integrated iSCSI SAN, NAS and server-based
backup technology. Featuring hard drives optimized for reliability, quality and performance,
an Intel® Xeon™ processor and Microsoft® Windows Server® 2012 R2 Essentials operating
system, it offers the flexibility to make technology decisions based on individual business
needs and provides highly secure access to data and line of business applications, even
when working remotely.

Key Features

Ultra-compact storage plus server for Small Business: \WD Sentinel DS5100/DS6100
device is ideal for small businesses that need their first business server to be installed and
on-boarded for first use right out of the box with an Active Directory and Primary Domain
Controller. It is easy to setup and use and provides a unified storage solution with an
integrated iISCSI SAN, NAS, and server-based backup technology. Designed to be “plug
and play,” the WD Sentinel DS5100/DS6100 includes pre-installed hard-drives, an operating
system and all of the necessary software tools to complete the on-boarding and protect the
data on a small business network. Complexity has been reduced, so once it’s set up, it
intelligently manages drive and network status, reducing maintenance time so you can focus
on your business.

Windows Server 2012 R2 Essentials: \WD Sentinel DS5100/DS6100 comes pre-installed
with Windows Server 2012 R2 Essentials, an ideal operating system for small businesses. It
provides a powerful and flexible solution that helps protect your business data while allowing
you to access the information you need from virtually anywhere with almost any device. It
provides an easy setup, installation, and migration experiences, a simplified management
experience and better network-wide security features. It also incorporates the latest
Microsoft technologies for management, networking, data storage and backup, security,
document and folder sharing. Windows Server 2012 R2 Essentials supports up to 25 users
and 50 devices. When your business needs exceed the limit, you can purchase an additional
license and upgrade to Windows Server 2012 R2 Standard.

Support for Line-of-Business Applications: In addition to leveraging the backup, shared
storage and cloud-based services capabilities of the WD Sentinel DS5100/DS6100 device,
small business owners can use it as an application server for running on-premise or cloud-
based line-of-business applications, including Office 365™.

WD SENTINEL DS5100/DS6100 3
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Built-in Active Directory and Primary Domain Controller: Small businesses need to
keep their data secure and must be able to restrict user access to it. The Active Directory
and Primary Domain Controller in the WD Sentinel DS5100/DS6100 provide centralized
management and security by authenticating and authorizing all users and computers on the
network. It assigns and enforces security policies for all computers, so when a user logs into
a computer that is part of a Windows domain, Active Directory checks the submitted
password and determines what data the user is able to access.

All inclusive data protection for small business: \We combined hardware and software
from industry leaders to deliver a reliable, secure and easy-to-manage all-in-one server
designed specifically for small office environments. The WD Sentinel DS5100/DS6100
features:

" Pre-configured Datacenter-class hard drives optimized for performance, quality and
reliability.

* Protect your data on the 3.5” WD hard drives with either RAID (0, 1, 5, 10) or Windows
Storage Spaces depending on user set up.

*  Built with an Intel Xeon processor inside, WD Sentinel DS5100/DS6100 keeps your
business running smoothly with server-class features that help protect critical business
data with redundant storage capabilities and allows quick recovery in the event of a
failure.

*  Windows Server 2012 R2 Essentials—An ideal server for small businesses, Windows
Server 2012 R2 Essentials provides a powerful and flexible solution that helps protect
your business data while allowing you to access the information you need from virtually
anywhere with almost any device. It provides easier setup, installation and migration
experiences, a simplified management experience and better network-wide security
features. It also incorporates the latest Microsoft technologies for management,
networking, data storage and backup, and provides integration capabilities for cloud-
based applications and services.

Backup server for up to 25 users and 50 computers: WD Sentinel DS5100/DS6100
includes Windows Server 2012 R2 Essentials software, providing centralized automated
server-based backup for up to 50 Windows or Mac client computers in your network so
there’s no need to purchase additional backup software.

Easy setup and administration: \WWD Sentinel DS5100/DS6100 includes the hardware and
software needed to centralize your business files. Once it’s set up, administration is easy
because it intelligently manages drive and network status, reducing maintenance time so
you can focus on your business.

Anywhere Access and built-in VPN: WD Sentinel DS5100/DS6100 is a centralized
storage solution with secure remote access. In addition to being able to access shared
business data while inside the local network, the server provides an “always on” network
storage solution that provides small businesses with access to data from virtually anywhere.
Data can be accessed through any device, including a desktop, laptop, smartphone or a
tablet. The anywhere access feature also supports remote system administration so small
business owners, their trusted employees or IT administrators can perform administrative
functions when not in the office.

WD SENTINEL DS5100/DS6100 4
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Virtualize WD Sentinel storage using iSCSI Target: WD Sentinel DS5100/DS6100
supports iISCSI. IT Pro’s and advanced users have the ability to partition their WD Sentinel
for both NAS File based storage as well as IP-SAN with the iSCSI Target. This capability
enables the administrator to create multiple iISCSI targets to meet the specific needs of their
dynamic IT environments.

Enterprise-grade backup and restore software: The backup and restore software
included with the WD Sentinel DS5100/DS6100 saves time and space by performing a full
Bare Metal backup the first time and then, through block-level deduplication, backs up only
the data that has changed since the previous backup. In the event of a data loss or a drive
failure on a client computer, the WD Sentinel DS5100/DS6100’s fast and easy restore
function finds your files or lets you restore an entire system to get you up and running again.
Local and remote automatic backup and restore is supported for both Windows and

Mac OS® clients.

Pre-loaded Boot Drive(s): WD Sentinel DS5100/DS6100 comes with the 2.5-inch boot
drive(s) pre-loaded with Windows Server 2012 R2 Essentials and specialized hardware
services and drivers. The pre-loaded boot drive(s) provides the ability to keep the OS
running from the boot drive while redeploying or changing applications and folders running
on the large capacity data drives. This allows small businesses to save time, as there is no
need to install from a DVD or search for any specialized drivers to install online.

Flexible Capacity: WD Sentinel DS5100/DS6100 offers various storage capacities so you
can choose the capacity option that’s right for your business. It is also designed to be user
serviceable, with the ability to buy 2 TB, 3 TB and 4 TB expansion/replacement kits and
other parts.

Dual Gigabit Ethernet ports: WD Sentinel DS5100/DS6100 comes with two Ethernet
ports that can be configured for fault tolerance, aggregated for high performance, or used
for two separate LANS.

Dual power supply: WD Sentinel DS5100/DS6100 offers dual power supplies, so in the
event of a power surge or other failure damage to the internal power supply, the second
power supply will take over, providing small businesses with the added peace of mind
knowing that their server will remain operational.

Choice of Disaster Recovery Options: WD Sentinel DS5100/DS6100 offers a choice of
disaster recovery protection options providing small businesses with the peace of mind that
their business data is secure. They can choose to protect their data using local disaster
recovery through network share (LAN & WAN) or local disaster recovery through DAS.

WD Guardian Services - Global Service & Support: \When you need a little help from an
expert, we'll take care of you! WD Guardian Services offers flexible, affordable and hassle-
free technical support and extended warranty plans with a variety of benefits. Choose the
plan that works best for your business. With the purchase of the

WD Sentinel DS5100/DS6100, WD is offering one FREE year of WD Guardian Pro, which will
be auto activated upon product registration. For details about WD Guardian Services, visit
www.wdadguardian.com.

Why WD?: WD has been making hard drives for over 40 years. We know how to build
drives to store and protect your data because we understand that your company’s data is
paramount to your business success.

WD SENTINEL DS5100/DS6100 5
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Package Contents

* Ultra-compact Storage Plus Server

* 1 RJ-45 Ethernet cable

* 1 -1.8 meter power adaptor with cord (WD Sentinel DS5100)

* 2 -1.8 meter power adaptors with cords (WD Sentinel DS6100)
= 2 door lock keys

* Basic Installation Guide

PRODUCT OVERVIEW
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PRODUCT OVERVIEW

For information on additional accessories, visit:

us www.shopwd.com or www.wdstore.com

Europe e Austria: www.wdstore.de

e United Kingdom: www.wdstore.eu

e France: www.wdstore.fr

o ltaly: www.wdstore.it

e Germany: www.wadstore.de

e Spain: www.wdstore.es

e Netherlands: www.wdstore.nl

e Rest of EU Countries: www.shopwd.eu or www.wdstore.eu

All others Contact WD Technical Support in your region. For a list of Technical
Support contacts, visit http://support.wd.com and see Knowledge
Base Answer ID 1048.

System Requirements and Compatibility Information

Requirement Description

Client Operating System Windows 8

Backup Compatibility e Basic (x86 and x64)

(for Connector Software) e Pro (x86 and x64)
e Enterprise (x86 and x64)
Windows 7

e Home Basic (x86 and x64)
e Home Premium (x86 and x64)
e Professional (x86 and x64)
e Ultimate (x86 and x64)

e Enterprise (x86 and x64)

e Starter (x86)

Mac 0OS X

e | eopard

e  Snow Leopard

e Lion

e Mountain Lion

File Sharing Support File sharing support for Linux, UNIX, and other Windows operating systems

Local Network ¢ Router/switch (Gigabit Ethernet recommended to maximize
performance)

Broadband Access Required for remote access outside the LAN

Display and Peripherals e Super VGA (800 x 600) or higher-resolution monitor
e USB Keyboard
e USB Mouse or compatible pointing device

WD SENTINEL DS5100/DS6100 7
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Technical Specifications

Specification Description

Interfaces

e 2 High performance (10/100/1000) Gigabit Ethernet
connections

e 4 ports of powered USB 3.0

e 2 ports of powered USB 2.0

e 1VGA Port

Supported protocols

CIFS/SMB, NFS, HTTP, HTTPS, WebDAV, AFP

Internal hard drives

4 WD 3.5-inch SATA Best in Class hard drives with
RAID-specific time-limited error recovery (TLER)

Pioneered by WD, this feature prevents drive fallout caused by the
extended hard drive error-recovery processes common to desktop
drives.

Approved Drive Models
For a complete list of approved drive models, search for Answer ID
9443 in the WD Knowledge Base at http.//support.wd.com.

CPU e WD Sentinel DS5100: Xeon E3-1220Lv2 Duel Core
e WD Sentinel DS6100: Xeon E3-1265Lv2 Quad Core
Memory e WD Sentinel DS5100: 2 - 4 GBytes SODIMM DDR3-1600
e WD Sentinel DS6100: 2 - 8 GBytes SODIMM DDR3-1600
Drive bays e 4 3.5 inch hard drive bays
e Hot swap capable
e Trayless design
RAID level e Redundant Storage supported

e Windows Storage Spaces
e RAID Levels O, 1, 5,10

Physical dimensions

e |ength: 26 inches (660 mm)
e Width: 19 inches (482.1 mm)
e Height: 1.75 inches (44 mm)

Weight

e 8TBand 12 TB: 26.627 Ibs (12.078 kgs)
e 16TB:27.112 Ibs (12.298 kgs)

Capacities

WD Sentinel DS5100
e 4ATB (2 x 2TB)

e 8TB (4 x2TB)

WD Sentinel DS6100
e 8TB (2 x4TB)

e 12TB (4 x3TB)

e 16TB (4 x4TB)

Power

WD Sentinel DS5100

e 1 external power supply

e 1 external power port for failover (optional)
WD Sentinel DS6100

e 2 external power supplies

Power supply

e |nput voltage: 100 to 240 V AC
e |nput frequency: 50 to 60 Hz
e Qutput voltage: 19V DC, up to 7.9A

Temperature e Operating temperature: 0 to 35 °C (32 to 95 °F)
e Non-operating temperature: -40 to 70°C (-40 to 158 °F)
Switches e Power
e Recovery
e | CM Scroll buttons
WD SENTINEL DS5100/DS6100 8
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Specification Description

LEDs 1 Power LED

¢ Flashing blue indicates boot status

¢ Flashings RED indicates a fault condition

e Solid blue once booted, and there are no pending fault
conditions, indicates a good operational state

¢ Black indicates inactive state

2 Ethernet Port LEDs

¢ Flashing green indicates activity

e Solid amber indicates that there is a link connection

¢ Black indicates inactive state

4 Drive Tray LEDs

e Flashing blue or solid blue indicates drive activity

e Solid RED indicates drive fault (Drive must be replaced)

Operating System Windows Server 2012 R2 Essentials

Backups 50-client computer support for backup (Windows and Mac OS
Client computers)

Restore e Bare metal restore for Windows clients
e File/folder level restore

WD SENTINEL DS5100/DS6100 9
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Product Views

Front View
Power / Status LED LCD Display Scroll buttons
Power button g E?E :%:HIELIQI
2 2 -4 Status LEDs
4D
WD Sentinel Drive Door
Drive Door
Lock
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Back View

Recovery button

External DC In
USB 3.0 ports Power port

USB 2.0 ports

Gigabit
Ethernet ports
1&2

VGA port

Gigabit
Ethernet ports
(for future use)

System
Fan

Kensington®
Security Slot
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Indicators
Component ‘ Icon ‘ Description
Ethernet ports Connect the device to a local network.

DC In connector | IEEEEEEEE @ (Connects the device to a DC power cord and the power outlet.
7 ]

Recovery button | RECOVERY | Button on the back of the server recovers the server (including the operating
system) while using a USB drive in an event of an OS corruption.

USB ports Connects with USB 2.0 and 3.0 devices such as a USB storage, USB mouse,
E EE USB keyboard, or a UPS.

VGA port Connects to your VGA monitor

Kensington For drive security, the device is equipped with a security slot that supports a

security slot & standard Kensington security cable. Visit http.//www.kensington.com/ for

more information.

LEDs
The LEDs on the WD Sentinel identify the status of the unit.
LED Color State Description
Power LED Black Off WD Sentinel server is currently inactive.
Blue Solid WD Sentinel server has successfully booted the

software and is operational.

Red Flashing Indicates that a serious fault has occurred and
needs immediate attention.

Drive LEDs Black Off If the LED is off while other drive LEDs are on, no
drive is installed in the bay.

Blue Flashing Drive is currently active. Note that all lights in a RAID
system are active at the same time by design.

Red Solid Indicates drive failure. Replace this drive as soon as
possible. The system is no longer RAID protected
until the drive is replaced and the RAID structure is

repaired.
Ethernet Black Off Indicates an inactive state.
Port : - : —
Green Flashing Indicates link activity.
Amber Solid Indicates that there is a link connection
WD SENTINEL DS5100/DS6100 12

ADMINISTRATOR AND MAINTENANCE GUIDE


http://www.kensington.com

Where to Find Help

PRODUCT OVERVIEW

This manual provides step-by-step instructions and other important information regarding
your WD product. It is meant for the person serving as the administrator of the

WD Sentinel DS5100/DS6100. You can download translated versions and updates to this
manual from http://products.wd.com/updates. For more information and news about this
product, visit our website at http.// www.wd.com/.

Additional Reference Description

Basic Installation Guide

Included in the product box or available at
http.//products.wd.com/WDSentinel-DS5100 or
http.//products.wd.com/WDSentinel-DS6100 helps you install the
WD Sentinel server.

WD Online Help

Specific descriptions and instructions accessed on
WD-specific (Monitor) pages on the Dashboard.

Microsoft Online Help

e Access detailed explanations and instructions for a particular
page by clicking the Help button @Her | at the top right of the
Dashboard.

e Search for help on a specific topic or term by entering it in the
Microsoft Online Help search field at the top right of the page.

e Access the entire Microsoft Online Help system by clicking
Microsoft Online Help.

Important: Not all Microsoft Online Help is applicable to the
WD Sentinel DS5100/DS6100. The WD Online Help and this Administrator's
Guide take precedence over the Microsoft Online Help.

WD SENTINEL DS5100/DS6100
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Connecting the Server and Getting Started

User Roles and Responsibilities

How the WD Sentinel Fits into Your Office
Connecting the WD Sentinel Server to Your Network
Setting up your WD Sentinel Server (one time only)
Connecting your Computers

This chapter steps you though the process of connecting and setting up your
WD Sentinel DS5100/DS6100 server and connecting it to computers in your network.

User Roles and Responsibilities

Types of WD Sentinel DS5100/DS6100 Users

At a high level there are two categories of users who need to access one or more features of
your WD Sentinel server.

* Administrator—This is the person who performs the setup and routine
management tasks on the WD Sentinel server. This person is also the holder of the
Administrator password of your WD Sentinel server.

* Users—You can have up to 25 user accounts on your WD Sentinel server. These
can be:

- Internal Users — The internal users are typically the employees (including the
Administrator) in your office, working locally or occasionally from a remote loca-
tion (e.g. Sales Staff), who need to access business data and server resources.

- External Users — The external users are the customers and business
partners with whom you need to exchange business data.

The WD Sentinel server offers different paradigms for each type of user. The table below
provides a view into the usage model and tasks for each category of users.

External Users
(e.g., Clients or Business
Partners)

Administrator Internal Users

(e.g., Business Owner) (e.g., Employees)

Primary Setup Tasks Primary Setup Tasks Primary Setup Tasks
e  Physically connects the e None e None

WD Sentinel server to the

network.

e  Configures the
WD Sentinel server itself. This
is a one-time procedure.

e  Creates the Business
Infrastructure by setting the
Primary Domain names for the
business.

Example: Contoso.com

e Joins a Mac or Windows PC to
the Domain and WD Sentinel
server storage by installing
Connector software on it.

WD SENTINEL DS5100/DS6100 14
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External Users

Administrator Internal Users . .
. (e.g., Clients or Business
(e.g., Business Owner) (e.g., Employees) Partners)
Primary User Interface Primary Interface Primary Interface
e Dashboard - Signs in using the [®  Launchpad - Signsin usingthe |®  Remote Web Access - Signs in
Administrator password (no assigned user name and using the assigned user name
username required). password. and password.

Secondary Interface

e Remote Web Access -
While accessing remotely,
signs in using the assigned
user name and password.

Dashboard Task Examples Launchpad Task Examples Remote Web Access Task
e Sets up user accounts and e Accesses data on shared Examples

assigns permissions. storage. e Accesses data on shared
¢ Manages shared folders. e  Starts manual backups. storage.
e  Sets up and manages e Launches Remote Web

automatic backup schedule. Access.

e Manages WD Sentinel server
settings, resolves any alerts,
and monitors server

Remote Web Access Task

o Examples
periormance. e  Accesses data on shared
e  Sets up Remote Web Access. storage.
*  Manages updates. e Connects to the PCs in the
e Creates and manages iSCSI office remotely.
targets.

Note: For each user account, the WD Sentinel server enables the Administrator to set granular permissions
for various shared folders as well as server resources, such as Remote Web Access. At all times, the
users are only able to access the data on the server and other server resources for which they have
permissions.

How the WD Sentinel Fits into Your Office

REMOTE USERS LOCAL USERS

Up te 25 Users and
50 Computers [ e
Q‘

Client Computer Backup (Win/Mac)

Remote Data Access NAS (AFP/CIFS/SMB/NFS/WebDAV)
iSCSI Target
iSCSI Initiator iSCSI Initiator iscsl Illllitiator
- P
. ::!‘-I.:i I""
APPLICATION SERVERS DATABASES VIRTUALIZATION
WD SENTINEL DS5100/DS6100 15
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Connecting the WD Sentinel Server to Your Network

Use the following steps to physically connect your WD Sentinel DS5100/DS6100 server to
your network.

1.
2.

Connect your monitor to the VGA port on the rear of your WD Sentinel server.
Connect your USB keyboard and USB mouse to the USB ports on the back of your
WD Sentinel server.

Using the provided ethernet cable, connect the WD Sentinel server (either ethernet
port 1 or 2) to a DHCP-enabled LAN.

Using the provided AC adaptor, connect the WD Sentinel server to an electrical outlet
or a UPS.

Turn on your monitor.

Press the power button on the front of your WD Sentinel unit.

Once the WD Sentinel boot up process is complete, the Windows Server 2012
Essentials Settings screen displays. The Power LED on the front of the

WD Sentinel server will display a solid blue light.

| &
=
=
(@]
7

Engash,
el
angas
Rakang
okl
portuguis
]
30
Lo
.
Bl

WARNING! This process takes a few minutes. Do not interrupt the process. Do

not power off or disconnect the WD Sentinel server.

WD SENTINEL DS5100/DS6100 16
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Setting up your WD Sentinel Server (one time only)

Your WD Sentinel server is now ready to be configured. This section describes how to use
the one time setup wizard to configure your server for first use.

Important: Ensure that you complete the entire process outlined in steps 1- 10 below.
If these steps are not followed, your WD Sentinel will not work properly.

1. Select the server language from the list provided.

Settings

FTERRRAREE

2. Verify the localization settings, or select the correct values from the drop-down lists,
then click Next.

Settings

3.

MICEOSOFT PRE-RILEASE SOFTWARE LICENSE Westers Digital Lad User Liceuse
Teams Agreement
MICROSOST WINDOWS SERVER 2012 A2

L

povernmg your use of the WDT seftwae
reinted celine or slectrone documentation
(vach so'twure and the docamentatun
codiectively refiermed 1o heerin an e
“Softwire")

YOU AGREE TO BE BOUND BY THE
TERMS OF THIS AGREEMENT,

- :
HERLIX (SFE SECTION 4}, BY
INSTALLING, ACTIVATING, COPYING
OR OTHERWISE USING THE

(=]
The installation begins. Once the initial process is complete, you'll see the Configure
Windows Server Essentials screen display.

Important: This process can take 2 - 3 minutes. Do not interrupt the process. Do not
power off or disconnect the WD Sentinel server.

WD SENTINEL DS5100/DS6100
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4, Review the Configure Windows Server Essentials screen, then click Next.
f Configure Windows Server Essertials BT

et emerenment 1

Carenl

5. Review the date and time ensuring that it is correct, then click Next.
f Configure Windows Server Essentials =T |

« Prevau Hast Cancel

* If you need to change the system date and time settings:
- Click Change system date and time settings.
- Click Change date and time... on the Date and Time screen.
- Update the date and time, then click OK.
- Click OK, then click Next.
6.  Enter your Company information for your device, then click Next.

Configure Windows Server Essentials [=fo] x |

« Prevaun Nt Cancel

Enter your company name. You can type up to 254 characters in this field.

b. Enter your internal domain name (also known as the Primary Domain). This is the
internal domain groups your server and client computers share as a common
database of user names, passwords, and other common information. The name
can be up to 15 characters long, can contain letters, numbers and dashes (-), can
not start with a dash, must not contain spaces, and must not contain only
numbers.

WD SENTINEL DS5100/DS6100 18
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c. A suggested server name will be generated for you when you enter your company
name. If you'd like to change this server name, enter a unique server name that is
different than the default name “WDSENTINEL.” The name can be up to 15
characters long, can contain letters, numbers and dashes (-), can not start with a
dash, must not contain spaces, and must not contain only numbers.

WARNING! THIS IS THE ONLY TIME YOU CAN NAME YOUR
WD SENTINEL SERVER. You must assign it a unique name to avoid
naming conflicts should you ever have more than one
WD Sentinel server on the network.

7.  Create your administrator account information, then click Next. The Administrator
account should only be used to administer the server. Use a standard user account for
tasks that do not require administrative credentials.

Configure Windows Server Essentials =j0) x

« Premza Carcel

a. Enter an Administrator account name. This name can contain up to 19 characters,
cannot be the same as the server name or the pre-defined user names such as
“administrator” or “guest.”

b. Enter and confirm a password (must be at least 8 characters long and contain at
least three of the following categories: uppercase letters, lowercase letters,
numbers, and symbols; spaces are allowed.) This is the Administrator password.
You will use it later to connect the client computers to your WD Sentinel server and
to access the Administrator Dashboard.

WARNING! If you forget the Administrator password, it may not be possible to
recover it, and you could potentially lose all of your data. Make sure
to record the password and keep it in a safe location.

WD SENTINEL DS5100/DS6100 19
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8.  Select your Update settings. This specifies how you’d like your device to install system
updates.
£ Configure Windowes Server Essentials [=la] x|
< Previous Confgure Cancel
9.  Click Configure.
= Configure Windaws Server Essentials [=ele ]

§ Please da not perform amy other cperations that £an change the terver coedgurstion of turm it

Important: This process can take an hour

or more and may restart more than once. Do

not interrupt the process. Do not power off or disconnect the WD Sentinel server.

10. Review the information on the Configuration Completed screen, then click Close.

Windows Server 2012 R2 is now install

ed.

E

Configure Windows Server Essentials

WD SENTINEL DS5100/DS6100
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Connecting your Computers

Once you've set up your WD Sentinel server, you can connect up to 50 Windows PCs or
Mac computers to your device.

Installing the Connector software joins the client computer to your WD Sentinel Server and
installs Launchpad and Dashboard.
* Users use Launchpad to access server resources for which they have the rights.

" The Administrator (you) accesses Dashboard for such tasks as managing the
WD Sentinel server, setting up user accounts, and managing access to shared
folders.

Important Steps

Before installing Connector software on a computer, ensure that:
" The computers have all the latest mandatory and optional operating system
updates installed.
* There are no active backups in progress on the WD Sentinel server.

Note:  Check for active backups on the Dashboard’s Devices tab. The screen displays
backups in progress.

Once the Connector software is installed, set up an automated scheduled backup (for after
working hours) using the Dashboard. Running a manual backup during the initial connection
process will impact overall system performance.

Connecting a Windows PC

Use the following procedure to connect a Windows PC to the WD Sentinel server.

For steps on connecting a Mac using the Connector software, see “Connecting a Mac” on

page 22.

1. In the address field of an open browser window, enter
http://<servername>/connect. Example: http://myserver/connect.

<servername> is the hame you gave your server in
“Connecting the WD Sentinel Server to Your Network” on page 16.

2. Click Download software for Windows:

Download software for Windows 9

3. At the warning prompts, click Run and Yes as appropriate.

Note:  If prompted to do so, type the user name and password of an account that has
administrator permissions on this client computer.

WD SENTINEL DS5100/DS6100 21
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Review the Windows Server Essentials Connector license terms, then click | have

Iy ¥ Windows Server Essentials Connectar Configuration Wizard

Install Windows Server Essentials Connector

Please accept the license terms to continue.

'WINDOWS SERVER ESSENTIALS CONNECTOR FOR WINDOWS SERVER
2012 R2

PLEASE NOTE: Refer to your license terms for Windows Server 2012 R2 software
(the "software™) to identify the entity licensing this supplement to you and for
‘support information. You may use a copy of this supplement with each validly
licensed copy of the software. You may not use the supplement if you do not have
@ license for the software. The license terms for the software apply to your use of
this supplement.

1 have read and gocept the license terms.

Cancel

Click Next.

read and accept the license terms checkbox.
——

Installation begins. The progress bar identifies where you are in the installation
process. The installation process may take 30 minutes or more to complete.

Once the installation is completed, follow the steps outlined in the Windows Server

Essentials Connector Configuration Wizard.

When the Connector Configuration is completed, click Finish.

o #*  Windows Server Essentials Connector Configuration Wizand
This computer is now connected to the server
V This computer, MININT-SUOCUCF, s now connected to the server, After you click
Finish, you may be logged off and may need 1o log on again to this computer
| Finisn |

WD SENTINEL DS5100/DS6100
ADMINISTRATOR AND MAINTENANCE GUIDE

22



CONNECTING THE SERVER AND GETTING STARTED

Connecting a Mac

Use the following procedure to connect your Mac computer to the WD Sentinel server.

For steps on connecting a Windows PC using the Connector software, see “Connecting a
Windows PC” on page 21.

1. Inthe address field of an open browser window on the Mac you’d like to connect,
enter http://<servername>.local/connect.
Example: http://myserver.local/connect<servername> is the name you gave your
server in “Connecting the WD Sentinel Server to Your Network” on page 16.

2. Click Download software for Mac:

Download software for Mac —)

The Mac Connector software downloads to your Download directory.
3. Click the Download icon on the Menu bar at the bottom of the screen:

4.  Select MacConnector.dmg. The MacConnector window opens.

ann | MacConnector

A

Connector for Mac

5. Double-click Connector for Mac.
6.  Review the warning screen, then click Open.

“Connector for Mac" is an application downloaded from the
£ @ » Internet. Are you sure you want to open it?
|

Don't warn me when opening applications on this disk image

1o

T Show Web Page Cancel Open

Note: If prompted to do so, type the user name and password of an account that has
administrator permissions on this client computer.
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7. Review the “Connect a Computer to the Server” wizard Introduction, then click
Continue.

8.0.MN Connect a Computer to the Server

Intreduction
Introduction

The Connect a Computer to the Server wizard enables
you to:

= Connect your computer to the server.
* Monitor the health of your computer.
* Manage your server using this computer,

This wizard first verifies that your computer meets the
minimum requirements to connect to the server.

Cancel Go Back | Continue |

8.  Enter the name you gave your server in “Connecting the WD Sentinel Server to Your
Network” on page 16, then click Continue. (Example: companyserver)

800 Connect  Comouter to the Sarver

Introduction
Server Address Enter your server's name

Server address:

Cancel Co Back | Continue |

The software checks to ensure that your Mac meets the required prerequisites.
9.  Follow the steps outlined in the Connect a Computer to the Server Wizard.

10.  When the installation is completed, select the checkbox for opening the Windows
Server Launchpad at startup, then click Close.

a.0.n Connect a Computer ta the Server
Introduction
Sarver Addcass This computer is now connected to the server
P C

erequis
User Credentials Your computer is now connected to the server.
Client Description
Installation ™ Automatically start Windows Server Launchpad at startup?
Summary

| Close |
WD SENTINEL DS5100/DS6100 24
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Managing the WD Sentinel Server (Dashboard)

Setting up WD Sentinel Server & Connecting Computers
Accessing the Dashboard

Adding a User Account

Performing Dashboard Tasks

Using the Home Page

Managing User Accounts

Managing Devices

Managing Storage

Monitoring Applications

Monitoring System Health and Alerts
Updating Software

Managing Server Settings

Shutting Down and Rebooting the Server

Setting up WD Sentinel Server & Connecting Computers

This chapter assumes you have followed the Administrator's Basic Install Guide to initialize
the WD Sentinel server and have connected at least one computer to the server. To review
the setup steps See “Connecting the Server and Getting Started” on page 14. of this
manual.

Important: As a best practice, perform the tasks outlined in this guide using a client
computer on which you’ve installed the connector software, not directly
from the WD Sentinel server.

Accessing the Dashboard

To access the Dashboard:

Note:  The Dashboard cannot be access from a Mac computer.

If your operating systems Then...

IS...

Windows 8 e On your keyboard, click the Windows button TR
e On the Start page, right-click in a blank area of the screen.
e  Select All apps .

e Under Windows Server Essentials, click Windows Server
Essentials Dashboard.

Windows 7 e Click @>All Programs >Windows Server Essentials>Windows
Server Essentials Dashboard.

WD SENTINEL DS5100/DS6100 25
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1. On the Dashboard Sign in page, enter the Administrator account name and password
(created during setup) and click the right arrow:

Sign in

Options =

Dashboard

- Windows Server 2012

WD

The Dashboard Home page displays:

Navigation bar

Alerts icon  Settings and Help

iAiD BR Windows Server 2012

HOME

Get Started Health Monitoring | Health Report |

Complete these tasks to configure your server
for the first time.

SERVICES

Integrate your server with business productivity
and collaboration selutions.

ADD-INS
Install valuable add-ins for your business.

QUICK STATUS

View a ry of the server g
status.

HELP

Get online help and other information for your
server.

Get updates for other Microsoft products

=3 Add server folders

Set up Server Backup

Set up Anywhere Access
Customize Health Report Settings
Set up Client Restore Service
Connect computers

Set up your drives

Register your product

L JE

Category pane

WD SENTINEL DS5100/DS6100
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Tips for Performing Dashboard Tasks

When you initially open the Dashboard, a list of task displays on the Home page. Some of
the tasks listed are necessary to finish setting up your WD Sentinel server properly. To help
you prioritize these tasks, we’ve provided list of tasks and the order that we suggest you
perform these tasks.

Task Priority Task Description

1 Setup your drives Setting up your WD Sentinel drives allows
you to configure your device using either
RAID or Storage Spaces.
See “Setting Up Your Drives” on page 42.

2 Add Server Folders Server folders make it possible to group files
together.

3 Add User Accounts User Accounts allow you to provide

individual users with the ability to log onto the
network and access network resources.
See "Adding a User Account” on page 27.

4 Setup Server Backup Helps to protect your server data by backing
it up on a regular schedule.

See “Backing up your WD Sentinel Server”
on page 68.

You can access the tasks listed above, from the Dashboard Home page on the Tasks pane.

Adding a User Account

Use the following steps to add a user account to the WD Sentinel server.
1. Open the WD Sentinel Dashboard (See “Accessing the Dashboard” on page 25.)
2. Click Users on the Navigation menu.

3. Select Add a user account in the Users Tasks section of the Task Pane.
EEES|

(©) 7 st ier ccoun

Type a name and a password for the new user account

Eirst name: Last name:

Basswon b Lonfiem password:

WD SENTINEL DS5100/DS6100 27
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4.  Enter the following information:
a. First Name, Last Name: Enter the user’s first and last name.

b. User account name: Enter a user account name. This is used to log into the
Launchpad.

c. Password, Confirm Password: Enter your password for the assigned user, then
enter the same password to confirm the password.

d. Level of access: Select Standard user or Administrator.
5. Click Next.

=a

°?‘ A 8 User Account

Select the shared folder access for this user account

fllow sccess tor

Shared folder Access level

Company Fead only A

Hext Cancel

6.  Select the access levels for the user account from the pull-down menu.
® Read Only: Allows the user to only read the information in the associated files.

Read/Write: Allows the user to create, change, and delete the information in the to the
associated files.

® No Access: Choose this setting to deny access to a shared folder.
7.  Click Next.

=a

°?‘ Add 8 User Account

Enable Anywhere Access for this user account

W Aliew Yartual Prvate Netwerk (VPN

oA Adiow Ry

d access to web services applications
Show selected links on Remote Web Access
o | Shared Folders
o) |8 Computers
o [ Homepage links
71 Server Dashboard (administrator required

| Creste account | | Cancel

8.  Place a check next to the information you’d like the user to access using the Anywhere
Access feature.
® Select Virtual Private Network (VPN) to allow VPN access for this user.
® Select Allow Remote Web Access you want to allow web access for this user, then select
the links you will allow this user once they have web access.

WD SENTINEL DS5100/DS6100 28
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9. Click Create Account.

T Add a User Account
You successfully added the new user account
£ Youwil need to provide the following to Annve Macie for
¥ computer to the server:
Website for connecting a computer to server
+ In olfices bipe/ WOSENTINEL leonnect
- User account infarmation
Logon name: AnneMarie
- Password (For security ressons the password is not displayed here)
ould | d mber the password
| Close |

10. Click Close. Provide the user with their new user name and password.

Performing Dashboard Tasks

The Administrator uses the Dashboard to perform management and maintenance tasks you
use to control how your server behaves on your network, who can access it, what
information can be stored and retrieved, how it is organized, protected, and made available
remotely.

For information about an additional task, backing up a computer to the WD Sentinel server,
see “Backing up (Windows PC)” on page 58.

Using the Home Page

E Windows Server Essentials Dashboard - |8
iiD ER Windows Server2012

HOME

SETUP =» Get updates for other Microsoft products

— -
for the first time. n

=» Add server folders

SERVICES =3 Setup Server Backup
Integrate server with business productivity
mﬂhb’:l‘:ﬁon ekutions =3 Setup Anywhere Access

=% Customnize Health Report Settings
ADD-INS

=» Set up Client Restore Service
Install valuable add-ins for your business.

=» Connect compiters

=» Setup your drives
QUICK STATUS

=» Regster your product

- 2

View a summary of the server configuration
status,

HELP

Get anline help and other information for your
server,

The Home page provides quick access to tasks and information that help you customize
your server and configure key features.
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* The Category pane, on the left side of the page, provides quick access to
information and configuration tools that help you set up and customize the server.
Click a category to display tasks and resources that are associated with that
category.

* The Task pane in the middle of the page, lists some of the recommended tasks to
perform the first time you sign in to the Dashboard. To perform these tasks from
the Home page, just click the relevant links.

* The Action pane on the right side of the page, provides a brief description of the
task and offers links to associated actions.

The rest of this chapter discusses the tasks the Administrator can perform on the
Dashboard.

Important: Ensure that you perform the tasks outlined on the Home page Task pane
prior to performing other tasks.

For a full description of the typical components of a page, including the Critical, Warning,
and Informational Alert icons, see the Microsoft Online Help.

Home Page Category Pane

The Home page contains five areas, summarized below:

Setup Complete basic tasks that will get you started with the
WD Sentinel server. For information about these tasks,
see the Microsoft Online Help.

Best Practices:

e Complete the Setup tasks on the Home page of the
Dashboard.

e Create at least one active user account the first
time you access the Dashboard.

Services Integrated your WD Sentinel server with business
productivity and collaboration solutions.

Add-Ins Select add-ins to enhance your server and business.

Quick Status Displays high-level server status. Click a status to view

information and configuration options for that feature.
When you complete all of the tasks in the SETUP
category, this category appears at the top of the
Category pane.

Help Click a link to visit the Microsoft Online Help. You can
also enter a word or term in the Search box to search
for help on within the Microsoft Online Help.

Home Page Tasks Pane

The center pane displays the various tasks that can be performed to enhance the properties
of the WD Sentinel server. This list of task and information changes depending on the
category selected in the left Category pane.
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Home Page Action Pane

The Action pane displays a brief description of the selected task. You are also presented
with the opportunity to open configuration wizards to act on the selected task or, in some
cases, skip a task.

Managing User Accounts

The Users tab allows you to add and manage up to 25 user accounts.
On the navigation bar, click Users.
You can now:

" View, add, manage, delete, and activate/deactivate user accounts.

" Manage domain user accounts (if joined to an Active Directory Domain).
* Manage passwords.

"  Set password policies.

* Manage Anywhere Access.

= Assign user access privileges to shared folders and server resources.

* View remote connection status.

For detailed instructions on performing any of these tasks, consult Microsoft Online Help.
[ Windows Server Essentials Dashboard l;li-]

- Adrmin

File History setting

File History setting management is on, and the user is Managed.

3 temms |

Managing Devices

After you connect your computers to the Windows Server 2012 Essentials network, you can
view the health and backup status of computers on the network and configure backups for
the server and client computers. You can also apply group policies to Windows 7 and
Windows 8 client computers to help make them more secure. Available tasks include:

* Viewing a list of computers connected to your server.

" Viewing computer properties and health alerts for each connected computer.

" Setting up and managing computer backups.

* Restoring files and folders to computers.

= Establish a Remote Desktop connection to a computer

*  Customize Computer Backup and File History settings
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For detailed instructions on performing any of these tasks, consult Microsoft Online Help.

Windows Server Essentials Dashboard

BE |
WD B Windows Server2012 () :

¢ eserip TEa at TUpdate status | Security status | Alerts oA LT
Computers (2)
D MININT.SUOCUCF Online Laptop Setup 4 Warning @ incompliance @ No alerts | | Cient computer Backup tasks
=] MvhAC Oftline DOffice Mac Mat set up 0 rict avaisbie D Mot svaiante D Mo aterts How do | connet computers 1o the serves?
Servers (1) Implement Growp Palicy
@ WOSENTINELIPrimary) - Online My business server Not set up @ Upto date

Not Applicatle € Critical

m
Mo item is selected.

3 Items |

Managing Storage

The Storage section contains two tabs:
* The Server Folders tab allows you to view and manage the properties of the

server folders. This page also includes tasks to open and add server folders.

Note:

If you have data files saved on the C: drive (your boot drive), See “Moving a
Server Folder” on page 48. to move these files to your data drives.

The Hard Drives tab allows you to view and check the health of the drives that
are attached to your server.

For detailed instructions on performing any of these tasks, consult Microsoft Online Help

Ba |
WD B Windows Server2012 (x) :

RALE

Server Folders
|Hame = esenption sration Free spa tat Client Computer Backups Tasks
| B Client Com... Chent Computer... ChServerFolders.. 2658 GB
| = - i Witw the folder properties
|l Company Company C\ServerFolders... 266.8 GB
| = Mave the Tolder
| Fise History . File History Back.. C:\ServerFolders... 266868 T
| Wl Folder el Folder Redirecti,.. CServerFolders.. 266.5 GB Server Folders Tasks
| e Users CiServerFolders.. 2668 GB

Add & folder

Understanding Server Folders

B Clhent Computer Backups
There are no odditional detoils for this e

H
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Monitoring Applications
The Applications section of the Windows Server 2012 Essentials Dashboard includes tasks
that help you view and manage the Add-ins that are installed on the server and to discover
new add-ins Microsoft Pinpoint®.

For detailed instructions on monitoring add-ins and using Microsoft Pinpoint, consult
Microsoft Online Help.

[E Windows Server Essentials Dashboard [=T= |

WD ER Windows Server 2012

Mic B Pinnoin
Microsoft Pinpoint
icrosoft Pinpoin View mare applications from Microsoft Pinpaint

Microsoft Pinpoint Tasks

5 the market place for Windows Server 2012 R2 Essentiats. Pinpoint helps business customers find software applications
help solve specific business issues
The following list displays the top results for Windows Server 2012 R2 Essentials from the M

There are no apphications available for Windows Server 2012 R2 Essentials on Microsoft Pinpaoint in this region. You search for applications in
other regions at the Microsoft Pinpoint website.

Monitoring System Health and Alerts

The Monitor page of the Dashboard includes tasks that help you view and manage the WD
Sentinel server storage system. To open the Monitor module, click the Monitor icon on the
navigation bar. The Monitor module includes two tabs, Health and Software Update, and
related tasks in the panel on the right.

Health Tab

The Health tab and related tasks enable you to monitor the status of the storage drives,
RAID configuration, power supplies, temperatures, fans, CPU, audible alerts, and network

connections.
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WD B Windows Server 2012

Name Status Value
= MNetwork Health
I Ethernet 1 Mot connected
| Etherner 2 Connected 192188113

. System Temperature

System MNormal 48'C

® cou Mormal 46°C

B8 cPuFan Mormal E37 RPM
B8 system Fan Mormal 1932 RAM
~ Power Adapter

¥l Power Supply 1 Inactive

W Power Supply 2 Active

# ' Audible Alerts

To open the Health tab, click the Monitor icon on the navigation bar:
= e T e ~ (Notact (== =]

Descnption Act = [Tasks ]

] Compatible hard drives

[f] Request Support
Port s not connected.

Port g in use.

Operating within recommended temperature limits.

Operating within recommended temperature limits

Linit is functioning properly. 1 Achvanced tasks |

Srit i Functioni vy =
Uinit is functioning properly @ View System Perdfarmance

@) Audible Alert Settings
Not connected.

Uinit is functioning property,

Settings

Network Health
Ethernet 1 & 2

Description

Displays the status (Connected or Not connected) of the server's
network connection(s). If you use both Ethernet ports and one
fails, the other takes over, allowing the WD Sentinel server to
remains operational over the network.

System Temperature

System: The temperature within the server enclosure.

CPU: The status, temperature, and status description for the
CPU.
The status may be:

e Normal

e Warm

e Hot
CPU Fan: The status, fan RPM and status description for the CPU
fan. The status may be:

e Normal
e \Warm
e Hot

System Fan: The status, fan RPM, and status description of the
System fan. The status may be:

e Normal
e \Warm
e Hot

Power Adapter
1&2

The server has two power ports. If you use both and one fails, the
other takes over and the WD Sentinel server remains operational.
The status may be:

e Active

¢ Inactive
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Settings Description
Audible Alerts The status of the warning and critical alerts for WD Sentinel server.
The audible alerts may be:
e On
o Off

Action: Click Configure to set Audible Alerts (See “Set audible
alerts” on page 36.).

Internal Storage Displays storage information associated with the WD Sentinel
server. The

WD Sentinel server holds up to four of WD’s hard drives optimized
for quality, reliability and performance.

Data Drives
Displays the status, size, and model number of the data drives
used by your WD Sentinel server.
Status of Data Drives 1-4: The status of a drive may be:
e Normal
e  Failed!: Visit WD Store to replace.
e CAUTION: Imminent failure detected. Please replace this hard
drive immediately.
Boot Drives
Displays the status, size, and model number of the boot drives
used by your WD Sentinel server.
Status of Data Drives 1-4: The status of a drive may be:
e Normal
e Failed!: Visit WD Store to replace.
e CAUTION: Imminent failure detected. Please replace this hard
drive immediately.
Action: Click Configure to set up your data drives (See “Setting Up
Your Drives” on page 42.)

Health Tasks

Find compatible hard drives

To view a list of WD drives that can be used in the WD Sentinel server:

* C(Click Compatible Hard Drives in the Task pane. A pop-up screen lists each drive
with its model number, description, and maximum capacity.

* Click WD Store to purchase compatible drives.

* (Click OK to exit.

Request Support

The Request Support function collects information about your WD Sentinel device and
sends a diagnostic report to the WD Support server. It then opens the WD Support website,
where you can enter a few details regarding the problem to route it to the appropriate
support team.

Note:  If you do not want to submit the diagnostic logs, use the regular
WD Support page at http://support.wd.com.
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To access WD Customer Support automatically:

1.  Click Request Support in the Tasks pane. The Request Support window displays.

2. After reading the information on the screen, click the “I agree and would like to
proceed.” check box, then click Proceed. The WD Support Ask a Question page
displays.

Note:  The first time you do this, an Internet Explorer Security Screen displays. Clear the
check box and click Close.

3.  Complete the online form and click Submit Question. A diagnostic report of the
WD Sentinel server is automatically attaches to the form. Your request is added to the
WD Support queue and assigned a confirmation number. You will receive an email
from WD Support regarding your question.

Important: For faster service/phone service, call WD Support. For the latest
phone numbers and contact information in your region, see
“Contacting WD Technical Support” on page iii or
http.//support.wd.com. Have your confirmation ready when you call.

View system performance

Monitor your system performance using the Windows Resource Monitor which is available
from the Advanced tasks pane. The Resource Monitor allow you to see and control how
your system resources (such as the CPU, memory, disk, and network) are being used by
processes and services.

To access the Windows Resource Monitor:

* C(Click View System Performance in the Advanced tasks pane. The Resource
Monitor displays.

For complete instructions on how to use the Windows Resource Monitor, click F1 within the
Windows Resource Monitor application.

Set audible alerts

The Audible Alert provides audible notification from your WD Sentinel server when there are
warnings or critical alerts to the server.

To set Audible Alerts:

1. Click Audible Alerts Settings in the Advanced tasks pane. The Audible Control
window displays.

2. Click Select next to the type of alert for which you like to hear an alarm.
H Audible Control = [0 [

Audible Alerts

Configure the device to beep on selected alerts

Select Alert Type Last Updated Current State
Warning OFF
Critical OFF

Cancel Save

* Warning: The alarm sounds for all warning alerts. **

*  Critical: The alarm sounds for all critical alerts. ©
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3.  Click Save. Your audible alarm has been set. When an alert of the type you selected
occurs, an audible sound will emit from your WD Sentinel server.

Updating Software

Periodically, WD issues software updates for your WD Sentinel server. The Software Update
tab within the Monitor module allows you to update WD Sentinel device software
automatically or manually. Please note that this tab only allows you to apply software
updates issued by WD. To manage or apply Microsoft software updates, go to Server
Settings on the Dashboard.

A best practice to ensure that your system software stays current is to enable automatic
updates on your WD Sentinel server (See “Automatic Updates of WD Software” on
page 38.)

Manual Updates of WD Software

To check for software updates and update the software:

1.  Click the Software Updates tab.
= Whndows Server Dashboard 2 =T=|

WD BR Windows Server2012

2. You have two options. You may check for updates online or update from a file:

To use the online update:
a. Click Check for Updates.

b. If an update is available, click Download and Install to update your
WD Sentinel server.

To update from a file:

a. The software update files can also be downloaded from the WD Support site at
http.//support.wd.com. Once you download the available firmware updates for the
WD Sentinel server, copy the file to a shared folder such as the Documents share
on the server and select the file to update.

b. Click Update from file and then locate and select the update file you copied to
your server.

c. Click Open. The system applies the software update. The system automatically
restarts the server if a reboot is required to complete the software update.
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Automatic Updates of WD Software

Enabling Automatic Updates on your WD Sentinel server causes the server to check for
available software updates from WD on a scheduled basis and apply the updates
automatically.

To set a schedule for automatic updates:

1. Inthe Automatic Updates section, click Enable.

[ Automatic Updates

The Automatic Update feature regularly checks for important updates from WD and installs them
MNote: Enabling this may require an automatic reboot after a successful update.

Automatic updates disabled.

2.  Click the Change link and select the day and time you want the WD Sentinel server to
check for updates every week, and if an update is available, install it. (Example: every
Sunday at 3:00 AM)

[ Automatic Updates |

The Automatic Update feature regularly checks for important updates from WD and installs them.
Note: Enabling this may require an automatic reboot after a successful update,

Autormatic updates enabled. Updates will occur everySunday at 1:00 .-\
[ Disable || Apply |

3.  Click Apply.

Updating Microsoft Software

You can update the Microsoft software for the WD Sentinel DS5100/DS6100 using the
Server Settings page. See “Managing Server Settings,” below.

Managing Server Settings

Important: Unless otherwise noted, Microsoft Online Help provides complete
instructions for using these pages.

1. Click Settings on the icon bar to enable, set up, and control WD Sentinel server
settings.

2. The General page displays. The left panel contains links to the rest of the Server
Settings pages.

Update settings and error reporting

0 Install updates

scematecaly recommended]

Change/ieatall updates...
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Following is a summary of the purpose of each of the Server Settings pages.

General

* Shutdown or restart the server—This is the safest method to shut down or
restart the server. It insures that the RAID system shuts down cleanly. See
“Shutting Down and Rebooting the Server” on page 40 for instructions.

* Change the date, time, and location of the server—You can change the
settings you established at initialization.

* Change the behavior of the Windows update —You can change the settings
for updating the Microsoft software.

Anywhere Access

Anywhere Access enables your network users to access WD Sentinel server resources from
any location with an Internet connection, at any time, and on any device. You can access
shared folders and files (that you have permission for) on the server as well as on your
networked computer.

Enabling Anywhere Access

Use the following steps to enable Anywhere Access on the Settings page. Anywhere Access
is turned off by default.

Note:  The Home page provides a Setup task for enabling Anywhere Access by clicking the
Setting Up Anywhere Access link.

Settings M

MW Anywhere Access
T

BranchCache

Configure..

& o [t

1. Under Settings, click Anywhere Access in the panel on the left.

2. Click Configure and complete the wizard to set up your router, set a domain name,
and change Internet settings.

3.  Grant Remote Web Access privileges if you want a user to access the
WD Sentinel server, shared folders, computers, media, Home page links, and the
Dashboard (administrators only) when you create or update a user account.

To view a user’s current privileges, click the Users icon in the Navigation bar.

Note:  The Guest account cannot have Remote Web Access.

Note:  Refer to Microsoft Online Help for detailed information about setting up remote web
access and for troubleshooting connection issues.
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Shutting Down and Rebooting the Server

The WD Sentinel server is intended to be on at all times, providing shared data and backup
services. A best practice is to avoid turning the unit off. However, if it does become
necessary (for example, moving the server to a different location), follow the procedures
below to shut down or reboot the server

It is very important that the WD Sentinel server be shut down or restarted in a clean and
graceful manner through the Settings section in the Dashboard.

WARNING! To avoid a potentially unclean shutdown that could corrupt the
RAID configuration, shut down the server through the Dashboard.

To shut down or restart using the Dashboard (Preferred method):

1. Click Settings in the icon bar.

2. To shut down, right-click the red button in the lower left corner of the page and select
Shut down.

(') » Restart
Shut down

3.  Torestart, right-click the arrow and select Restart.
4.  When the confirmation message appears, click Yes.

Note:  You can also shut down your WD Sentinel server by holding the power button on the
front of the device for a few seconds and then releasing it. The “Shutting Down”
message displays on the front of the unit.

Rebooting the WD Sentinel Server

Following is the cleanest procedure for rebooting the WD Sentinel server.

Note:  This procedure should only be used after you’ve logged into the Dashboard and
created a user account.

1. On the Dashboard Home page, click the Settings link on the upper right of the
window.

2. On the bottom left of the General screen, click the shutdown arrow and select

Restart:
Settings [=T= ]
[ e [

ik = Date and time  B/27/2003 B:32 AM Change.
Region and language of sdministrator Change._
Country/Region locstion of server:
United States

Update settings and error reporting
0 nstall updates sutomatscally (recommended)
Change/Install updates...

o Automatically report emmors

& | [
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Managing Storage on the WD Sentinel Server

WD Sentinel Server RAID Storage
Storage Spaces

Setting Up Your Drives

Using USB Storage

Moving a Server Folder

WD Sentinel Server RAID Storage

RAID is the acronym for Redundant Array of Independent Disks. The WD Sentinel server
provides automatic RAID service to assure the integrity of the storage system. For
redundancy, a minimum of two drives must be active. The operating system and all data are
protected by the RAID structure. The server automates the management of the RAID.

Your WD Sentinel server uses RAID 5, which offers fast performance by striping data across
all drives, This RAID level provides the system with both redundancy and optimum capacity.

2 TB Drives |3 TB Drives |4 TB Drives

RAID Level 5 (4 8 TB Capacity |12 TB 16 TB
Drives) Capacity Capacity

If a drive in the array fails, the data and operating system are still intact, and the
WD Sentinel server continues to provide service.

Important: If you have one bad drive, the server operates normally. However, if a
second drive fails, the server will no longer operate. You will need to
recover the server and/or replace the failed drive(s). A best practice
is to have a replacement drive readily available.

The WD Sentinel server lets you know when a drive fails in the following ways:

* The LED below the bad drive is solid red.
" The Power LED on the WD Sentinel server flashes red, indicating a serious fault.

* Anemail Alert is posted if you have set it up to do so. (See “Monitoring System
Health and Alerts” on page 33.)

To recover from a failed drive, simply replace the drive (the one with the red LED over the
drive) with an approved drive for the WD Sentinel server (see “Find compatible hard drives”
on page 35). The WD Sentinel server validates the replaced drive and automatically
integrates it into the RAID array. This operation takes many hours to accomplish. Progress of
this operation appears on the Dashboard. It is not necessary to power off or disengage the
WD Sentinel server to perform this operation. While the server is verifying the RAID array,
your data continues to be available although the performance may be impacted.

The WD Sentinel server RAID system has no downgrade options. Once available capacity
has been increased, the Administrator cannot decide to subsequently reduce capacity by
removing a drive. The removal of a drive degrades the RAID and makes it vulnerable to
single drive failure.
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Storage Spaces

Storage Spaces is a Windows storage virtualization technology which succeeds Logical
Disk Manager and allows for the organization of physical disks into logical volumes similar to
Logical Volume Manager (Linux), RAID1 or RAID5, but at a higher abstraction level.

A storage space behaves like a physical disk to the user, with thin provisioning of available
disk space. The spaces are organized within a storage pool, i.e. a collection of physical
disks, that can span multiple disks of different sizes, performance or technology (USB,
SATA, SAS). The same storage pool can host multiple storage spaces. Storage Spaces
have built-in resiliency from disk failures, which is achieved by either disk mirroring or striping
with parity across the physical disks.

Setting Up Your Drives

Use the following steps to set up your WD Sentinel device drives.

1. On the Dashboard Home page, click Setup>Set up your drives.

WD Wl Windows Server2012

v Get updates for other Microtoft products

Complete thewe tats to configure your werver for ' Add user sccounts There e teo wityd 10 setup your WD Semtingl jerver dne
the fint tame.

=»  Add server lolders

=5 Set up Server Backup

Integrate your server with butness productiity
o ey - Set up Amywhere Access

=p Customize Health Report Settings

ADD-INS

=5 Set up Chent Restore Service
Install valusble add- s for your busingss.

+/ Connect computers

S«wm“ ’
QUICK STATUS

=p Register your product
View a summary of the server configuration

ats, . 2

HELP

2.  Select Click to start setting up your drives. The Set Up Your Drives wizard
displays.
"] Set Up Your Drives [=To x|

There are two ways to set up your WD Sentinel server drives

Storage Spaces

A Windows Server 2012 technology that allows you to virtualize storage by
grouping industry-standard disks into storage pools. Virtual disks called storage
spaces are then created from the available capacity in the storage pools.

' RAID
Redundant Array of Independent Disks (RAID) lets you store the same data in
different places on multiple hard drives, providing necessary redundancy, greater
performance, and data integrity.

=
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Select your storage method. Options are:

* Storage Spaces: A Windows Server 2012 technology that allows you to virtualize
storage by grouping industry-standard disks into storage pools. Virtual disks called
storage spaces are then created from the available capacity in the storage pools.

* RAID: Redundant Array of Independent Disks (RAID) lets you store the same data
in different places on multiple hard drives, providing necessary redundancy, greater

performance, and data integrity.
Click Next.

* For Storage Spaced, continue to “Setting up Storage Spaces” on page 43

* For RAID, continue to “Setting Up RAID Storage” on page 44.

Setting up Storage Spaces

1.

On the Storage Spaces screen, click Create a new pool and storage space.

T | B » Control Panel » Systern and Secunty » Storage Spaces v C
Control Panel Home
Manage Storage Spaces

¥ Create a new poal and storage Use Storage Spaces 1o save files to two or mare deives to help protect you from a
space deive failure. Storage Spaces alio lets you eassly add more drives if you run low on
capacity. f you don't see task links, click Change settings

P —
W\

—TemE

(7]

At the warning prompts, click Yes.

Select the drive(s) you'd like to set up with Storage Spaces, then click Create Pools.

=] Create a storage pool

= ¢ |H » Control Panel » System and Security » Storage Spaces » Creste a storage pool v &
Select drives to create a storage pool
Unformatted drives =

ATAWDC WD0OSFVPX-... Disk2

- — Aftached via RAID
¥ 1nTe
ATAWDC WD200SFYPX-... Disk 1
o = Attached via RAID
¥ 1nTe

ATAWOC WD2009FYPX-.. Diskd

o = Attached via RAID
» 1nTe
ATA WOC WD200SFYPX-.. Disk 3
¥ ==y Attachedvia RAID
W 1s118

Create pool Cancel

=T

o
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4.  Enter the size, resiliency type, and size of your new storage space. then click Create
Storage Space. Your storage space is created.
=] Create a storage space M

)

- = T |E » Control Panel » System and Security » Storage Spaces » Create a storage space v &

Enter a name, resiliency type, and size for the storage space

Marne and drive letter

Marme: -_S!r.;r!g! space
Diveleter o]

Resiliency
Resiliency type: .Tw&-wly miar vl

0 A two-way mirror storage space writes two copies of your data, helping to protect you from a single
drive failure. A two-wary mirrce storage space requires at least two drives.

Size
Total pool capacity: 1n T8
Avsilable poal capacity: 18 T8
Size [masimum}: EIRCE]

Inchuding resdiency: 181 T8

A storace soace can be laroer than the smount of available cacecitv in the storaoe cocl, When vou run

| Cancel |

Setting Up RAID Storage
1. Onthe WD RAID Storage Utility screen, in the Storage area, select Adapter 0.

[ —

Storage

[§a Seoraee Mamugemant A | Quick Croate wizard
= Devee
Create Options :

T
o [ Vorhaal Disk 0: {Bootvel)
& Phvsical Disk: port 0,boo
Prysical Disk: port 7,boo
s Phsical Deviees

&Physical Disk: port 0,bost dri

@yFhysical Disic: port 1,data dri

§yPhical Cisk: port 3,data dri

@yFhysical Disk: port S.data dri

§yPhvical Disk: port 6,data dri

&y Physical Disk: port 7,bost dri
= Mansgemert |
@7 Accouss Management

2. Hover your mouse over the Operations tab, then select Create RAID.
rl WD RAID Storage Uity T=10 st |

1.0.1.0011

Driver Version 40.1.0029
Chip Ravesson 10 o2
Vendor 1D 14

| sub vandoe m 1848

| evice 10 va80
Sub Dervice 10 9480
Pt Court
Max PCle Speed 5Gbi
Curmart PCle Speed 3Gt/
Max PCle Link B
Curmene PCle Link
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3.  On the Create Options pull-down menu, select a RAID option.

" |tis a best practice to select RAID 5 for your WD Sentinel server storage.

&heal Tiaki pat hdeea dn
P vsscal Dk part 7.boat dn
& Management

P
< >

w

4, Click Submit.

r| WD RAID Storage Utility

Weleme  Adwin

Storaon L STy bt
[ eece Managament Quick Create Wizard
= owvicn

Create Options [Er—

= High Capacity

| - rean Pertormance

Prvical Dok port Sbost dn | + Medium Fault Tolerance
@ ren Dk port 1, 4utn
o dn
£ Prrrvical D gor 8 dats i
@i Dk ot S.dwta dry
£ Prveical Dk port 7.bost dri

sanageme

09 Accoaurs Managreare
2 . . >

Y]

5. Click OK. Your RAID storage is created. Now, lets mount your new disk.
6.  Right-click the lower-left corner of your desktop, then select Disk Management.

B 4

o [l Virnesd Dk 01 (Bostvel)

vt Ok port tncollll 500 cache Hode
Physicn Gk pot 7.0
a M g it
. i
= Physcs Devioes St

G Pvical Dok pen koot an - | Sizw
Hember Count
Sirips 5w

- o T —
- Lot A
Ok Aoyt ent 0926/2013 11531 | Auto-rebuld has been disabh
- " 0%/26/3012 11:31 | Fast intiaksation on Virtual Dy
= ’ " 09/26/2013 11:31 | Fast insiakraticn on Vitual
Commmand Pramgt {Admn.
" 0926/2013 11:31 | Virtual Dk 1 s oreated
Task Masager |
¢ R pant 09/26/2013 11:31 | Aa-retusld has been disabled
Fle Eoplarer ent 09/26/2013 11:20 Bapi-rebusld has been dinabled
Search bent | 00/26/701311:30 | Auto-rebuld has basn disabla
L)
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7. On the Initialize Disk screen, click OK.

= Disk Management |_.' I_D l._lx
File Action View Help
e m BalnE B
Volume Initialize Free ia... %1
s You must intialize a disk before Logical Disk Manager can access it 300 MB 1o¢
= Sl e e i
CaWindows (C) [ |21 J 257968 83
= WINDOWSPE (O 10.03GB 67
: Use the folowing parttion style for the selected disks: :
() MER (Master Boot Record) —
C4Disk 0 (@) GPT [GUID Partition Table) Z
g;:’;ch Nate: The GPT parition style is not recognized by all previous versions of E
Online -
[ok |} Camce |
Dk 1 L]
Unknown bd
B Unallocated Ml Primary partition

8.  On the Disk Management screen, right-click your initialized disk (Disk 1). then select
New Simple Volume.
= Disk Management [=T= )|

Fle Action View Help

e mEmMBEE

Volume |Layout | Type | File Systern | Statun | Capacity | Free Spa.. | % Free
Simple [ Heskhy (F 300 MB 00ME  100%
1= Simple Basie Heslthy (E... 100 ME woME  100%
e Simple Basac. Healthy (R 1465 GB MESGE 0%
i Windeows (C) Simple Baix NTFS Healthy (B.. 2828508 BATGE |%
= WINDOWSPE (D) Simple Basic FATI2 Heskthy (4. 1449 GB WOIGE 67

CADisk O ) e,

Basac Windows ()

297,89 G 300 ME 100 M8 282.85 GE NTFS 1465 6B

Online Healtiry (Recover, || Healthy [EFIS || Healthy (Bect, Page Fle, Coagh Dusnp, Prin || Healthy (Recovery Patition]

- Disk 1 .______________________________________________________________|
Bic

558469 68 55865 GB

Online Urallccated

h===: =
Hew Simple Volume...

= Disk 5 L ——————

Removable WINDOWSPE (Dx) .I’ : A

1451 GE 1451 6B FATR L

O Healthy {Active, Primary Partition) Properties
Help

B Unallocated Bl Primary partition

9.  Follow the steps outlined in the New Simple Volume Wizard.
New Simple Volume Wizard -]

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk

A simple volume can only be on 3 single disk
To continue, click Next.

[Chet> 7] [ooed |

10. Once the volume is created, click the BB to close the Dlsk Management screen.

11.  On the WD RAID Storage Ultility, click the B to close the screen. Your RAID volume is
now created and mounted.
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Using USB Storage

The WD Sentinel server has two USB 2.0 port and four USB 3.0 ports on the back panel of
the unit. The USB 3.0 ports can connect to external USB 2.0 or USB 3.0 storage devices or
to a UPS device for power outage conditions. For example, WD My Passport or WD My
Passport Essentials may be used to connect to the WD Sentinel server. You can share this
data on your USB drive with other users connected to the server by using the Dashboard,
which treats the USB drive as a share. You can set user privileges just as you do with shared
folders on the WD Sentinel server’s drives. The server manages UPS capability through a
USB port for communication and to ensure an orderly shut down.

Back View

USB 3.0 ports USB 2.0 ports

RECOVERY . | |
DC IN o D IH 9

&

I._.I

To share data on a USB drive:

1. Connect a USB drive to one of the six USB ports.
On the Dashboard, click the Storage icon.

Click the Server Folders tab.

In the Task bar, click Add a folder.

N

@ Ti: Adda Folder

Type a name and description for the folder
Name
[ |

Location

Browse... |

Description (optional)

Cancel

5. Enter a name for the folder.
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6. Click Browse and select a folder on the USB drive. Note that a shared folder cannot
be created at the root of the USB drive.
tr Browse for folder L.‘_I..E-

Select a location for the server folder
0 Add 2 new folder at the kocation firs,  a folder doeant exiat

7. Click OK and follow the instructions on the screen.

To stop sharing data on a USB drive:

1. Onthe Dashboard, click the Servers Folders and Hard Drives icon.

2. Click the Server Folders tab, then select the folder you want to stop sharing.
3. On the Task bar, click Stop sharing the folder.

=E |
@ it Stop Sharing a Folder
Are you sure you want to stop sharing the folder?
When you stop sharing a folder, its content will no longer be accessible using the Launchpad or
Remote Web Access via Shared Folders. However, the folder remains on the server hard drive and
you can share the folder again if needed. Do you want to continue?
Folder name: Music
Location: Ex\Music
Description:
v || Mo

4.  Click Yes, then click Close.

Moving a Server Folder

It is a best practice to move any folders you may have on your server boot drive (C:) to your
shared data drives. Use the following steps to move a folder on your server to another
location on your server. When you perform this task, ensure that the new location has a
maximum amount of free space.

Note:  If possible, avoid moving a shared folder to your server’s system drive (such as C:\)
This may take away the necessary drive space required for your operating system
and its updates.

Note:  Avoid moving share folders to an external hard drive. Once moved, you may not be
able to access these files in a folder on an external drive because they can be easily
disconnected. Instead creating the folder on an internal drive is recommended.
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A server folder cannot be moved to the following locations and will result in an error if any
one of these locations is selected for a move:
* ahard drive that is not formatted with the NTFS or ReFS file system.
"  the %windir% folder.
* amapped network drive.
* afolder that contains a shared folder.
* ahard drive that is located under Device with Removable Storage.
* asub-folder of a shared folder.
Before you move a folder ensure that:
* You've backed up your device (See “Backing up your WD Sentinel Server” on
page 68.).
" None of the files within the folder you'd like to move are currently in use.
Use the following steps to move a server folder.

1. Onthe Dashboard, click Storage.

2. On the Server Folders tab, select the folder that you want to move.
3. Inthe Tasks pane, click Move the folder.

4 Follow the steps outlined in the Move a folder wizard.

=BE |
@ % Move a Folder
Getting started
This wizard helps you move a server folder to a new location. Before you move the folder:
» Back up your server,
= Ensure that none of the files in the folder are open or in use.
While the move is in progress, do not add files to the folder. Added files will not be moved.
old
Mext Cancel |
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Using the WD Sentinel Server’s Features

Using the Launchpad (Internal Users)

Accessing Shared Folders Over Your Network

Accessing Computers and Shared Folders Remotely

Backing up (Windows PC)

Backing up with Time Machine (Mac)

Recovering/Restoring (Windows PC)

Recovering/Restoring (Mac)

Backing up your WD Sentinel Server

Recovering a WD Sentinel Server Image or Resetting the Boot Drives to Factory Defaults

This chapter describes the routine tasks that both the Administrator and permitted users
perform on the WD Sentinel server.

Using the Launchpad (Internal Users)

After you, the Administrator, use the Dashboard to set up users with a user name,
password, and permissions, they can access the Launchpad Sign-in page using one of the
following methods:

Best Practice: Ideally, you set up a user name and password for yourself and have
given it all access privileges so you too can use the Launchpad
shortcuts.

Accessing the Launchpad

To access the Launchpad (Windows):

If your operating systems Do one of the following...

IS...

Windows 8 From Apps Page:

e On your keyboard, click the Windows button as.

e On the Start page, right-click in a blank area of the screen.
e  Select All apps .

e Under Windows Server Essentials, click Windows Server
Launchpad.

From Desktop: ]
e Double-click the Launchpad icon .
From System Tray: _
e Right-click the Launchpad icon and select Open
Launchpad.
Open Launchpad
Open Dashboard
Exit
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If your operating systems Do one of the following...

IS...

Windows 7 From Start Menu:

e Click @>All Programs >Windows Server 2012
Essentials>Windows Server Launchpad.

From Desktop:
e Double-click the Launchpad icon [=).
From System Tray:

¢ Right-click the Launchpad icon and select Open
Launchpad.

Open Launchpad

Open Dashboard
Exit

Once you've accessed the Launchpad Sign In screen, use the following step to sign in and
use the Launchpad.

1. Enter your user name and password.

Sign in

Options ~

Wi

88 Windows Server 2012

2.  Click the arrow to display the Launchpad.
The Launchpad lists four tasks that authorized users can perform: Backup, Remote Web
Access, Shared Folders and Dashboard.

Note:  The Dashboard option is only useful to a user with Administrative privileges and
knowledge of the Administrator password.

. Shared Folders

[Ha' Dashboard
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To access the Launchpad (Mac):
1. Do one of the following:

Double-click the Launchpad icon on your Mac Toolbar.

Windows Server Launchpad

Select Finder>Applications>Windows Server Launchpad

il Applications
# = off (%= A
FAVORITES :

I All My Files erverlaunchpad Sep 20, 2012 B:17 AM 3o ME___ Application, Sep 20, L7 AM

@ piDrop i Windows: eovar Quh boar Sep 18, 2012 4:16 PM 389K8 Application Sep 14, 2012 3.56 PM
L] H WD Quick View Uninstaller Aug 28, 2012 T7:04 AM 234 KB Application Aug 28, 2012 7:04 AM

#% Application * (G utilities Jun 13, 2012 4:28 PM --  Folder Oct 10, 2011 5:17 PM

E Desktop @ Time Machine Sep 25, 2012 5:41 AM L9 MB Application Oct 10, 2011 5:18 PM

[ Documents 7 Textkdit May 29, 2012 2:00 PM I5MB  Application Oct 10, 2011 5:18 PM

[ System Preferences Sep 25, 2012 5:41 AM 4.6 MB Application Oct 10, 2011 5:18 PM

© Downloads Stickies Sep 25,2012 5:41 AM 5.6MB  Application Oct 10, 2011 5:18 PM

[ Movies @ safani Oct 3, 2012 1:29 PM 40.6MB  Application Oct 10, 2011 5:17 PM
n Music ‘i Remote Desktop Connection Jun 13, 2012 11:16 AM 16.1 MB Application Jun 13, 2012 11:13 AM

(&) Pictures ﬂ QuickTime Player Sep 25, 2012 5:41 AM 41.2 ME Application Oct 10, 2011 5:18 PM

W& Preview Sep 25, 2012 5:41 AM 54.9 MB Application Oct 10, 2011 5:18 PM

SHARED B Photo Booth Sep 25, 2012 5:41 AM 25.4ME  Application Oct 10, 2011 5:18 PM

ﬁ minint-85hkp9oc H Mission Control Sep 25,2012 5:41 AM 1.6 MB Application Oct 10, 2011 5:18 PM
(] WDSENTINEL * [ Microsoft Office 2011 Sep 25,2012 5:28 AM -~ Folder Jun 13, 2012 11:13 AM

Once you’ve accessed the LaunchPad Sign In screen, use the following steps to sign in and
use the Launchpad.

1. Enter your user name and password.

I:. -
.?.

| B Windows Server 2012

2.  Click the arrow to display the Launchpad. It lists four tasks: Backup, Remote Web
Access, and Shared Folders.

LAUNCHPAD
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Selecting Launchpad Options (Windows PC or Mac Computer)

To select Launchpad options:

IF you want to... THEN... AND...

Back up your Windows | Click Backup. Continue to “Backing up (Windows
PC to the WD Sentinel PC)” on page 58.

server manually

Back up your Mac to Click Backup. Continue to “Backing up with Time

the WD Sentinel Server
using Time Machine

Machine (Mac)” on page 62.

Use Remote Web
Access:

e  Enable remote web
access for users with
Remote Access
Privileges

e Access the server
from a remote location
(all users)

e Change a user
password (by the
user)

Click Remote Web
Access.

Continue to “Accessing Computers
and Shared Folders Remotely” on
page 57.

Access shared folders
on the server

Click Shared
Folders.

Continue to “Accessing Shared
Folders Over Your Network” on
page 56.

Manage the server
(Windows PCs and
Administrators only)

Click Dashboard.

Enter the Administrator password
and continue to “Managing the WD
Sentinel Server (Dashboard)” on
page 25.

Managing the Launchpad

To disable the Launchpad after signing in (Windows):
1. Signin to the Launchpad.
2. Click the menu arrow at the top right and select Settings from the drop-down menu.

Cetes)
LAUNCHPAD

o=

< Backup

t’ﬂ Remote Web Access
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3.  Clear the Automatically run the Connector when I sign in to Windows check
box, and click OK.

|z Settings ﬁ

Start up option
| Automatically run the Connector when I sign in to Windows.

| Automatically enter offline mode.

| 0K | Cancel |

To disable the Launchpad after signing in (Mac):
1. Signin to the Launchpad.

2. Click the menu arrow at the top right and select Settings from the drop-down menu.
‘@00 Launchpad

P

3.  Clear the Automatically run Windows Server Launchpad when | log in check
box, and click the Close button @.

800 Windows Server Launchpad Settings

._. L Q@ ©
_G'enehl Alerts  Time Machine

|| Automatically run Windows Server Launchpad when | log in

|| Do not ask for confirmation before deleting alerts

| | Do not ask for confirmation before ignoring alerts

You can also change the type of alerts that display on the Launchpad selecting whether to allow
Microsoft to send you information about it in this window, and setup your Time Machine backups.
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To uninstall the Launchpad (Connector Software) on a Windows PC:

Note: When you uninstall Launchpad, you also uninstall Dashboard. They can
not be uninstalled separately.

If your operating systems Then...
is...
Windows 8 e On your keyboard, click the Windows button TR

e On the Start page, right-click in a blank area of the screen.
e  Select All apps .

e Under Windows Srver 2012 Essentials, right-click Windows
Server Launchpad.

e  Select Uninstall Q .

Windows 7 e Click @)>Control Panel (Windows 7/Vista).

¢ (Click Start>Control Panel (Windows XP).

e (Click Uninstall a Program.

e  From the list, select Windows Server 2012 Essentials Connector.
e  (Click Uninstall.

= If the User Account Control window displays, click Allow.
= If the Windows Server 2012 Essentials Connector page displays
suggesting that you close the Launchpad, click OK.

Note: You must reboot the computer before installing another
Connector.

To uninstall the Launchpad (Connector Software) on a Mac:

You must uninstall Launchpad from three Macintosh® HD folders: Users, Applications, and
Library.

1. Quit the Launchpad.

2. Inthe Finder pane, click Applications. Drag and drop Windows Server Launchpad
into the Trash icon. The Launchpad icon no longer appears in the dock.

3. Click Finder>Devices>Macintosh HD.

ano  Macintosh HD =1
(L] B -DoEes a
DEVICES Name & Date Modified Size
B Macintosh HD * [ Applications Today, 5:02 PM
B iDisk * (@ Ubrary Yesterday, 2:14 PM
» (@l system Sep 21, 2011 1:08 PM — I
s User Guides And Information Sep 16, 2009 5:38 PM 4KE -
* B Users Sep 21,2011 1:18 PM -~ B

Remote Disc
¥ SHARED
B 15 printsenve27
[ by bench_14-pe
I8 charlie_lab-pe
8 craig-pe
B dellasbsin
Erina
Ginger Espanola's 27 i
 an

¥ PLACES
I Deskrop
4 wicuser
M Applications

v ===

5 tems, 107.65 GB available Gl
'[ ¥

4.  Click Library>Application Support>Microsoft. Drag and drop Launchpad into the
Trash icon.

5. Click Library>Preferences. Drag and drop “com.microsoft.launchpad.plist” into
the Trash icon.

6. Right-click the Trash icon and select Empty Trash.
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Accessing Shared Folders Over Your Network

Launchpad (Windows)

1. On the Launchpad, click Shared Folders. A set of folders similar to the one below
displays:

#. Company
#. Music

2. Users

2.  Double-click a folder to open it, then click the file you want to access. Your access (as
a general user) depends on the permissions assigned to you by the Administrator.

Launchpad (Mac)

1. Onthe Launchpad, click Shared Folders.
2.  Select the shared folder you’d like to mount on your Mac, then click OK.

a¥a) n
LS
T Select the volumes you want to mount on
Ya¥) "WDSENTINEL1":
bl CertEnroll n
' Company

| File History Backups
Folder Redirection
EMusic

| NETLOGON

Shared Folders

Cancel | [ OK |

I all shared folders are mounted on your Mac, click Cancel, then open Finder. Click the IP
Address of your WD Sentinel under Shared to display your Shared Folders.

3.  The selected shared folder displays in Finder.

EXaNG) k. [\ Shared Folders
= = =
g ] : ] ; |
Company Music Users
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Accessing Computers and Shared Folders Remotely

This section assumes that the Administrator has completed the setup and configuration for
Remote Web Access through the Dashboard.

You can access files stored on the WD Sentinel DS5100/DS6100 anywhere, as long as you
have access to the Internet.

Note:  You must use Internet Explorer 8 or higher to access a PC using the Remote Web
Access feature. See “Specific Problems and Corrective Actions” on page 71.

Logging In

1. On the Launchpad, click Remote Web Access or on a web browser, enter the
domain address for your WD Sentinel server. This is the domain address the
Administrator configured while setting up Remote Web Access on your WD Sentinel
server. The following web page displays in your browset.

@ w0 sentinel
&= Windows Server2012R2 Remote Web Access

Remember me on this device

Desktop | Mobile  Language: English (United States) © 2013 Microsoft  Privacy  Terms

2.  Enter the WD Sentinel server user name and password set up with the appropriate
permissions, then click the Sign in to display the Remote Web Access: Home
window:

28 Windows Server2012R2 | v

Home

Windows Server 2012

R2 Essentials Blog

WDSENTINELL Users 2 Company

Windows Server 2012
R2 Essentials

Community

© 2013 Microsoft  Privacy
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Remote Web Access Home Page

The Remote window includes the following sections:

Note:  You can also use the navigation links at the top of the window to view these
sections.

Devices

Note:  Connecting to computers or the WD Sentinel server using Remote Web Access
requires the Internet Explorer browser.

* (Click Connect to connect to your WD Sentinel server or to a computer on your
network.
- If the Internet Explorer you are using does not have Active X Client, click OK to
install it, then complete the wizard.

Shared Folders

Access shared folders on the WD Sentinel server. A user with "Read & Write" access to a
particular shared folder is able to modify the contents of the existing files, upload new files,
or delete files from the folder.

Note:  Only the folders for which the user has permissions are displayed under Shared
Folders on Remote Web Access.

Links
Displays useful links to Microsoft information.

Backing up (Windows PC)

The WD Sentinel server backup is based upon block level de-duplication, a process that
backs up data without unnecessarily backing up the same data more than once. This
powerful process uses less network traffic for execution, provides a full back-up at each
backup time (although it behaves as if it is incremental), and by executing de-duplication
across all client computers, the storage capacity requirements are significantly reduced.
Backup becomes an automatic process for a computer once you install Connector software
on it. With Connector software installed, all volumes and all NTFS data on that computer are
backed up.

Note:  For information on backing up your Mac using Time Machine, See “Backing up with
Time Machine (Mac)” on page 62.
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To set a schedule for future backups:

1. Access the Dashboard.
2.

on your network:
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Scheduling Automatic Backups (Dashboard only)

Click the Devices icon on the navigation bar to display a list of computers and servers

My Butingss server Mot tetup

J MENINT-85HKPSO

General information about this computer
Operating System: Windews 8 fro.

Syttemn type: £4-bit Operating System
Update: The status is currently not available
Security: The status is cumently nat svailable

3 Items |

= Windows Server 2012 Essentials Dashboard
VIC
lame t Description TBackupstatus | Update statun | Securtty stafus | Aberts " Group Policr
=] MININT-SSHIPSO Ottine Windows & Office 1 © Unsuccestal ) toot avastaite D Mot svaitatite @ Mo alerts Mot Implemented
2 ramanr-suocucr Owiline Laptop nprogress % b Wamang @ incompliance 4 Waming Recommend Up.
Servers (1] A
B sertonetPrimary Oniline

& Warning Hot pphcable €D Critical

et Applicabse

Click Customize Backup for the computer in the Device Tasks panel.

@ T Setup Backup for MININT-SUOCUCF

Choose a backup option

<+ | will select which items to back up

% Back up all of my files and folders (Recommended)

=E |

Cancel |
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4.

5.

USING THE WD SENTINEL SERVER’S FEATURES

Select Back up all of my files and folders (Recommended).

6.

Confirm items to back up
Items to back up

Recovery
DATAPART1 (F:\)
0SDisk (C:\)

New Volume (E\)

Review the backup information to ensure that it is correct, then click Save changes
The selected computer is now setup for automatic backup.

The backup was set up successfully

Your changes take effect the next time that Backup runs. Your next backup is scheduled to
run on 8/27/2013 between £:00 PM and $:00 AM.

Click Close.
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A
Initiating Backups [==<
By default, backups are performed at night for up to 50 client computers in a sequential
order. If the client computer is asleep or hibernating at that time, the backup software can be
enabled to wake up the client computer, back it up, and put it back to sleep.

You may start a manual backup either through the Launchpad on the computer being
backed up or through the Dashboard.

Backup Using the Launchpad
Note: For information on accessing the Launchpad, see “Using the Launchpad
(Internal Users)” on page 50).

1. Onthe Launchpad, click Backup. The Backup Properties page displays:
& Backup Properties é

‘ Backup status ||
|

Start backup

| 4 No previous backups

‘ Power management

Automatically wake this computer up from sleep or hibernation to run
a scheduled backup

How does computer backup work?

oK | Cancel

Note:  If you want the computer to automatically wake up for scheduled backups, select
the check box.

2.  Click Start backup.
3.  Enter a name for the backup and click OK.

Backup Description &

lype a description for this backup

anual backup| '

| oK .F[ Cancel ‘ |

The Backup Properties page re-displays and tracks the progress of the backup.
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4.  Click OK to apply the change, close the page, and return to the Launchpad while the
backup continues.
The message that the backup was successful displays on the page and on the

Dashboard. For more information about the backup process, see Microsoft Online
Help.

Backup Using the Dashboard
1. Click Devices on the navigation bar to display a list of computers and servers on your
network:

= Windows Server 2012 Essentials Dashboard [=T= =)
WiD B Windows Server2012 Setings e

[ MININT-B5HKPSO0 Tasks

TPy

2 miranT-85HEPSO

General information about this computer

computer complies with all security requirements

2.  Select the computer you want to back up.

3.  Click Start a Backup for the computer in the Task pane. For further instructions,
see Microsoft Online Help.

Backing up with Time Machine (Mac)

For Mac users, Time Machine® allows you to backup data to your WD Sentinel server. Time
Machine automatically backs up your entire Mac, including system files, applications,
accounts, preferences, email messages, music, photos, movies, and documents.

Note:  Time Machine keeps hourly backups for the past 24 hours, daily backups for the
past month, and weekly backups until your backup drive is full.

To take advantage of the Time Machine backup capabilities, you must install the server
connector software on your Mac (see “Connecting a Mac” on page 23) and create a user
account within the WD Sentinel server (see “Adding a User Account” on page 27).

Note:  Your Mac must be connect to the same network as your WD Sentinel server.

For additional information on Time Machine, consult your Mac OS documentation.

Note:  For information on backing up your PC, See “Backing up (Windows PC)” on
page 58.
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Scheduling Automatic Backups (Time Machine)

To set up and schedule Time Machine to back up files to your WD Sentinel server:

1. Use one of the following methods to open Time Machine.
*  (Click the Time Machine icon in the Dock:

*  Click the Apple® menu ‘ > System Preferences and select Time Machine.
* (Click Go > Applications and select Time Machine.
2. If this is your first time creating a backup, the following screen displays:

. You haven't selected a location for Time
4 | Machine backups.
u To select a location for backups, set up Time

Machine.

| Cancel [ Set Up Time Machine J

3. Click Set Up Time Machine to display the Time Machine Preferences screen:

eoon Time Machine
Lei> || ShowAl | a ____)

2

Select Backup Disk...

. .
Time Machine

OFF [—h ON Time Machine keeps
- = Hourly backups for the past 24 hours

+ Daily backups for the past month

» Weekly backups for all previous months
The oldest backups are deleted when your disk becomes full

zl Click the lock to prevent -
further changes (¥ Show Time Machine in menu bar Options... | (7

4.  Click Select Backup Disk and select the WD Sentinel server for your backups.

000 Time Machine

Time Machine T8
on “WDSENTINEL IP's Time Machine”

~ Set Up Other Time Capsule

(]
Timi
OEE ﬂ 7 - D;) Not ;;.::Ik Up Cancel | [ Use Backup Disk | Eai
+/ Show Time Machine status in menu bar
i{l Click the lock to prevent further changes. 7

5.  Click Use Backup Disk. A screen prompts for your user name and password.
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6. Enter the user name and password of an account that has administrator permissions on
this client computer, then click OK.

7~ Time Machine wants to make changes.
Type your password to allow this.
Name:
Password:
? Cancel OK

7.  Select Registered User.

8.  Enter your assigned WD Sentinel User Name and Password in the Name and
Password fields:

Enter your name and password for the server
“WDSENTINEL IP" so that Time Machine can
access it.

Connect as: Guest

(*) Registered User

Name: Administrator

Password: |sssesssss|

Change Password... Cancel | Connect |

9.  Click Connect. The Preferences screen returns.
10. To start automatic backups, move the slider to ON.
Time Machine begins backing up your files. The first backup may take some time, but

subsequent backups are faster because Time Machine only backs up new or changed
items.

Time Machine backs up your computer every hour and keeps the following backup sets:

*  Every hour for 24 hours
* Every day for the past month
*  Weekly until the WD Sentinel drive is full.

Note: If a backup is interrupted, for example, if the computer goes into sleep mode, it will
resume automatically once the computer is available.
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To see information such as available capacity and the date and time of the oldest, latest, and
next backup, select Open Time Machine Preferences on the Time Machine drop-down

menu:
800 Time Machine

| <> || ShowAl | Q

Name: Time Machine
WOSENTINEL

Available: 1.65 TB of 1.94 TB

Oldest Backup: None

Select Disk. Latest Backup: None

Options... BackigUp: LS S S e e a0

Looking for backup disk

Time Machine Time Machine keeps

» Hourly backups for the past 24 hours
» Daily backups for the past month

OFF [ ‘ ON » Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

lﬂ Show Time Machine status in menu bar

1
J_'QI Click the lock to prevent further changes. ?7)

Recovering/Restoring (Windows PC)

The WD Sentinel server provides two options for recovering lost or corrupted data:

* Restore a Computer—Restores all data and settings of a Windows PC
computer or a storage device connected to the WD Sentinel server.

= Recover File/Folders —Recovers individual files or folders.

Note:  For information on recovering/restoring data on your Mac using Time Machine, See

“Recovering/Restoring (Mac)” on page 67.

Restoring Windows PC Computers

Use the following steps to restore files, versions of files, or your entire system for your
Windows PC.

1. Click Devices on the navigation bar.

2.  Select the computer that was backed up.

3. Inthe panel on the right, click Restore files or folders for the computer.
)

o) B Restore Files or Folders

Choose a backup

Available backups for MININT-SUOCUCF

Status Date Description

W occesv 9803 713 A Manoaitaciop |

Also show incomplete backups for this computer

MNext || Cancei
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4.  Click Next.
5. Select the information you’d like to restore from the list provided, then click Next.
i 1 ()
@ % Restore Files or Folders
Select items to restore
OSDisk (C:) from backup on 9/18/2013 7:13 AM
[}
MName Date modified Size
). SINPLACE.~TR 6/9/2013 12:37 PM
L SWINDOWS.~Q 6/9/2013 12:40 PM =
). Drivers for Full System Restore 9/18/2013 7:13 AM
). User Files 9/16/2013 7:48 AM
{00745003-EB17-4150-B2EB-677.. 7/25/2013 10:21 AM
(10857C07-DBR0-4923-966A-A63...  7/25/2013 10:21 AM
{16253A52-154A-47C6-8BA59-TF7 7/24/2013 10:58 AM
(2A25873C-BADD-438C-8B88-50.. 9/12/2013 11:58 AM
(6C540E72-FDBA-4FSA-ALDC-C29...  7/29/2013 6:41 PM -
How do [ find the file that | am looking for?
(et ] (ot ||
6.  Select alocation for your restored backup. You can accept the location provided in the

field, or click Browse and select another location. Once you’ve selected a different

location, click OK to close the Browse window.

[EET=>]
@ % Restore Files or Folders
Select a restore location for the file
Restore location:
A Browse... |
ﬂ_éx_t Cancel i
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7.  Click Next. The restored backup is copied to the selected location. Once done, the
successfully restored screen appears.

) % Restore Files or Folders

The items are successfully restored

v Restore location: CAsample

8. Do one of the following:.
* (Click Open the Restore location to view your restored information.

= (Click Restore more files or folders to restore more information.
*= (Click Close to close the Restore Files or Folders screen.

Recovering/Restoring (Mac)

Time Machine allows you to restore files, versions of files, or your entire system. For
additional information on recovering or restoring your system files, consult your
Apple documentation.

Note:  For information on recovering/restoring data on your PC, See “Recovering/Restoring
(Windows PC)” on page 65.

1. Onthe Launchpad, click Backup. Your Time Machine backups display.

Tueselny, Ootober 0, 012 4290 A

2. Select the date you’d like to restore to from the time line on the right of the screen.
3.  Click Restore in the bottom right-hand side of your screen.
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Backing up your WD Sentinel Server

Backing up your WD Sentinel server allows you to protect your operating system, system
state, volumes, files, and application data. For information on how to back up your

WD Sentinel server, see Microsoft Online Help/Manage Backup and Restore/Manage Server
Backup.

Recovering a WD Sentinel Server Image or Resetting the Boot
Drives to Factory Defaults
This feature recovers your WD Sentinel server image from a previously created Windows

server backup. If a Windows server backup can not be retrieved, this process will restore the
unit to its factory default settings.

Use the following steps to recover your WD Sentinel Server image or reset the boot drives to
factory defaults.

1. From your WD Sentinel server desktop, move your mouse to the right corner of the
screen.
2. Onthe Charms bar, select Settings E]

3. Click Power.

4.  Hold down the Shift key on your keyboard, then click Restart.
5.  Click Continue.

6.  Select Troubleshoot from the options displayed.
7.  Select one of the following options, depending on the type of recovery you’d like to
perform:
* WD Factory Restore: This options will re-image the operating system/boot
drives to their factory default levels.

WARNING! All prior information/data on the boot drives will be lost. Data drives
are not affected by this action.

* Advanced Options: This option provides you with additional troubleshooting
options.

- Select System Image Recovery to recover your data from a previous
backup. Once this option is selected, you will be prompted for your
Administrator password.

- Follow the instructions displayed on your screen to complete the process.

8.  Once the process is complete, your WD Sentinel server reboots. Log into the device
using your Administrator password.
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BEST PRACTICES

Best Practices

Setting up the WD Sentinel Server
Setting up Client Computers

Using the WD Sentinel Server Efficiently
Replacing Drives

Sharing Files with External Users
Shutting Down

The following practices help you use the WD Sentinel server and protect your data efficiently
and safely.

Setting up the WD Sentinel Server

Change the default name of WD Sentinel to something unique. This avoids
conflicts when another WD Sentinel server is added to your network in the future.
Make sure Ethernet 1 and Ethernet 2 are on the same network subnet.

Add the server to your domain. This allows users to use the same login and
password for both the Launchpad and their computer.

If you decide to lock the drives, make sure the password is stored in a safe place.
Set user password policy to at least medium security.

Enable Microsoft Automatic Updates to find and apply the latest Microsoft
software update.

Enable WD Automatic Updates to find and apply the latest WD software update.
Set up Automatic Alert Notification for real-time notifications of any problems with
the WD Sentinel server.

Set up Remote Web Access using Ports 443 and Port 80. If your router or IP
provider blocks these ports, you may need to consult with your IP provider for
assistance.

Do not remove the Windows page file! Some critical functions use the
system’s paging file. Removing the page file can potentially leave your system
unusable with the possibility of data loss. To maintain the reliability of your system
and its redundant resources, do not modify the paging file whatsoever.

Setting up Client Computers

Before loading the Connector software to add a computer to the

WD Sentinel server for backup, be sure that the computer’s operating system is
fully up-to-date.

When adding client computers to the WD Sentinel server, it is best not to have any
backups active.

Using the WD Sentinel Server Efficiently

The WD Sentinel server has many jobs to perform. Share data during business
hours, and back up the computers during hours of inactivity. Keep the server
powered on 24/7 to do its work.

To avoid RAID issues, always use Sentinel with a UPS.

Enable e-mail alerts. Receiving your alerts by email allows you to monitor certain
server issues as they occur.
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Replacing Drives

The online removal of a drive forces a rebuild when the drive is replaced. Until the
rebuild is complete, the RAID system is degraded and unrecoverable failure will
occur should another drive be removed. Only remove one drive at a time between
rebuilds.

Avoid pulling a drive out unless there is a failure.

When a drive needs replacement, the WD Sentinel server is still functional but
subject to a second drive failure that would result in the loss of data. To minimize
this vulnerable time, a good practice is to have another drive ready to replace the
failed drive.

Sharing Files with External Users

Create Employee-Specific Private Folders/Assign Permissions—Depending on the
nature of your business and organizational structure, you may want to create a
shared folder for each employee and give the respective employee Read/Write
permissions for that folder.

Create Shares for Vendors or Clients/Access Remotely—The built-in Remote Web
Access feature enables collaboration on files and data not only among your
employees but also with your clients and vendors.

As a best practice, create a unique user account for each client and vendor you
want to exchange data with and create a dedicated Shared Folder for each such
external user. To prevent giving external users access to your sensitive data, make
sure that the user accounts you create have the appropriate permissions for only
the folders you have created for them.

To start collaborating with your external users, just provide them with the domain
address of your WD Sentinel server and their user name and password.

Shutting Down

Unclean shutdowns are hard on RAIDed systems. The WD Sentinel server
recognizes an unclean shut down and upon the reapplication of power, begins a
long sequence of examining the RAID for errors and bringing the RAID
configuration back into alignment. This sequence can take many hours. To avoid
this situation and to assure that the unit always experiences clean shutdowns and
the best data integrity, use an Uninterruptible Power Supply (UPS).

Note:  Performance is affected during a RAID rebuild and verification.

To avoid possible corruption, do not unplug the power from the unit while it is
running.
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Troubleshooting

First Steps Checklist
Specific Problems and Corrective Actions

For any issue, first ensure that you are using the latest firmware for the
WD Sentinel server. See “Updating Software” on page 37 for instructions.

First Steps Checklist

" s the power supply plugged in to the wall outlet and the drive?
* Are all cables correctly connected and secured?
* |Isthe power on? If not, see “LEDs” on page 12.

Specific Problems and Corrective Actions

The following section contains specific problems that may arise during the use of the
WD Sentinel server and provides possible solutions.

LEDs do not light up

1. Make sure the power cord is connected correctly.
2. Make sure that the wall outlet has power. Test it by plugging in another device.

3. Confirm the network cable is properly connected to the WD Sentinel server and the
network switch or router.

4.  Make sure the network switch or router has power.

5. Use a different network cable and port on the network switch or router. Temporarily
swapping the WD Sentinel’s cable port with a working network device may identify any
failing cables and ports.

Connecting to Shared Folders on a WD Sentinel server from a
Windows PC on which Launchpad is not installed

Windows 8:

1. Onyour keyboard, click the Windows logo key == + E

2. Onthe Computer screen toolbar, select Map Network Drive, then select Map
Network Drive.

2 Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the falder that you want to connect ta:

Drive: 5 »

Falder | v| | Browse.
Example: \\serverishare
| Reconnect at sign-in

Cennect using different eredentials
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3.  From the Drive drop-down list, choose the letter that you want the WD Sentinel server
to have in Computer.

4.  Click Browse to find the folder that you want to map, or type the path to the server
using the format \\ServerName\FolderName. For example, if the share is called
Documents, and your server is called MyServer, you would enter
\\MyServer\Documents.

5. If you want the drive to reconnect whenever the computer is rebooted, click the
Reconnect at logon check box.

6. Click Finish.

Windows 7:

1.  Right-click Computer and select Map Network Drive.

ol & Map Network Drive

What network folder would you like to map?

Specify the drve letter for the connection and the folder that you want to connect to:

Drive: R %,

Folder: » Browse...
Example: \\server\share
| Reconnect at logon |

Connect using different credentials

Connect to 8 Web site that you can use to store your documents and pictures.

| Cancel

2. From the Drive drop-down list, choose the letter that you want the WD Sentinel server
to have in Computer.

3.  Click Browse to find the folder that you want to map, or type the path to the server
using the format \\ServerName\FolderName. For example, if the share is called
Documents, and your server is called MyServer, you would enter
\\MyServer\Documents.

4.  If you want the drive to reconnect whenever the computer is rebooted, click the
Reconnect at logon check box.

5.  Click Finish.

Cannot access Windows PCs via Remote Access

Internet Explorer 8 or greater is required to access a Windows PC using the Remote Web
Access feature of the WD Sentinel server. There is an Active X Client requirement that comes
standard with these browsers. For more information, see Knowledge Base Answer ID 8578.
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LCD Messages

The LCD displays various messages for you to review. Provided below is a list of messages,
a description of the message and possible responses for that message.

LCD

Description

Troubleshooting

<Host Name>

Displays the name of your WD
Sentinel server.

<IP Address>

Displays the IP address of your WD
Sentinel server.

If the IP address does not display,
ensure that your device is
connected by ethernet cable to
your router.

Backup Failed

The software backup has failed.

This error occurs when the backup
you are running is unsuccessful.

Rerun the backup to clear this
problem.

BIOS Corrupted

Your BIOS is corrupted

Contact Technical Support for
assistance.

BIOS Degraded

Your BIOS is degraded

The system is unable to boot from
the primary BIOS and is currently
running on the secondary BIOS.

BIOS Repaired
Reboot
Required

Your system is currently running on
the secondary BIOS. A reboot is
required to attempt a repair of your
BIOS.

Your system is running on the
secondary BIOS. An attempt will be
made during the reboot to run the
system on the primary BIOS.

BIOS Updated
Reboot
Required

The primary BIOS has been
updated, A system reboot is
required.

Reboot the system. This allows the
updated BIOS to take affect.

BIOS Updating

The BIOS is updating.

Your system BIOS is currently
updating. Do not disconnect the
power or interrupt the process until
the update is complete.

BMC Updating

The BMC is updating.

The BMC is currently updating. Do
not disconnect the power or
interrupt the process until the
update is complete.

Boot Drive
<Drive Name>
Failed

The operating system (OS) boot
drive has failed to boot into
Windows.

Replace the identified boot drive.

e Access the Dashboard (See
“Accessing the Dashboard” on
page 25.)

¢ (Click Monitor on the navigation
bar.

e Check Internal Storage>Boot
Drive area to review the status of
your drive.

e  Obtain and install a comparable
boot drive.
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LCD Description Troubleshooting

Boot Drive The operating system (OS) boot Check the airflow around your

<Drive Name> drive has exceeded the normal device and the system fan

Over Temp operating temperature. operation.

Boot Volume One of the operating system (OS) Replace the identified boot drive.

Degraded drives has failed. The system will e Access the Dashboard (See

operate but in a degraded state. “Accessing the Dashboard” on

page 25.)

e (Click Monitor on the navigation
bar.

e  Check Internal Storage>Boot
Drive area to review the status of
your drive.

e  Obtain and install a comparable
boot drive.

Capacity Low Available disk space is low. Storage capacity on your device is
low. You will need to add additional
drives to expand the device
storage.

Drive Count Displays the number of drives The total drive count in the system.

currently on your device. This includes the boot drive(s) and
the data drives.

Drive Failed One of the data drives failed. Your data drives are currently

running in RAID protection mode.

Replace the failed drive.

e Access the Dashboard (See
“Accessing the Dashboard” on
page 25.)

e  (Click Monitor on the navigation
bar.

e  Check Internal Storage>Data
Drive area to review the status of
your drive.

e  Obtain and install a comparable
data drive.

Drive Over Temp

The data drive has exceeded the
normal operating temperature.

Check the airflow around your
device and the system fan
operation.

Ethernet
<port #>
Disconnected

Ethernet port 1 or port 2 is
disconnected.

Reconnect the ethernet cable to
the identified port.

Fan Failed

The system’s primary fan (DS5100/
DS6100) or the CPU fan (DS6100)
has failed.

The primary or CPU fan has failed.
Replace the applicable failed fan.

Imminent Drive
Failure

S.M.A.R.T early detection found a
premature drive failure condition on
one of the data drives.

Replace the defective drive as soon
as possible to stop RAID from
going into a degraded state.
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LCD Description Troubleshooting
Imminent S.M.A.R.T early detection found a Replace the defective drive as soon
Failure Boot premature drive failure condition on | as possible to stop RAID from
Drive <Drive one of the boot drives. going into a degraded state.
Name>
Invalid Drive The inserted drive is not compatible | Replace the inserted drive with an
with the device. approved drive. See
Dashboard>Monitor> Tasks for a
list of approved drives.
Invalid Drive The new drive capacity is either Replace the inserted drive with a
Capacity greater or smaller than the drive you | drive that has the correct drive
replaced. capacity.
Network The ethernet port does not have Restore network connectivity.

Disconnected

network activity.

Power Supply Power supply 1 or 2 failed. Replace the defective power

<Supply #> supply.

Failed e Access the Dashboard (See
“Accessing the Dashboard” on
page 25.)

e Click Monitor on the navigation
bar.

e  Check the Power Adapter area to
review the status of your power
supply.

e  (Obtain and install a comparable
power supply.

Reboot The system requires a reboot. Safely reboot the system.
Required

Software The software update process is Check the Alert Viewer to verify the
Update complete. completion of the software update.
Complete

Software A software update is being Allow the process to fully complete.
Update downloaded to the system. No action is required.

Downloading

Software The software update is complete. The reboot is normally automatic. If
Update Reboot The system requires a reboot. it does not occur, perform a manual
Required reboot.
WD Software There is a WD software update Access and perform the update.
Update available for download. e Access the Dashboard (See
Available “Accessing the Dashboard” on
page 25.)
¢  Click Monitor on the navigation
bar.
e (Click the Software Update tab.
e (lick Check for Updates.
e (Click Download and Install to
update the software.
WD Software The WD software update failed. Repeat the Software update

Update Failed

process again.
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Regulatory and Warranty Information

Regulatory Compliance
Limited Warranty
GNU General Public License (“GPL”)

Regulatory Compliance

FCC Class B Information

Operation of this device is subject to the following conditions:

* This device may not cause harmful interference.
* This device must accept any interference received, including interference that may
cause undesired operation.

This device has been tested and found to comply with the limits of a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This unit generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio or television reception. However, there
is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined
by turning the equipment off and on, you are encouraged to try to correct the interference by
one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and the receiver.

* Connect the equipment into an outlet or a circuit different from that to which the
receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.
Any changes or modifications not expressly approved by WD could void the user's authority
to operate this equipment.

Changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

ICES/NMB-003 Compliance
Cet appareil de la classe B est conforme a la horme NMB-003 du Canada.
This device complies with Canadian ICES-003 Class B.
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Safety Compliance
Approved for US and Canada. CAN/CSA-C22.2 No. 60950-1: Safety of Information
Technology Equipment.

Approuvé pour les Etats-Unis et le Canada. CAN/CSA-C22.2 No. 60950-1: Shreté
d'équipement de technologie de I'information.

This product is intended to be supplied by a listed limited power source, double insulated, or
direct plug-in power unit marked “Class 1.”

CAUTION! Danger of explosion if the battery is incorrectly replaced. Replace only
with the same or equivalent type recommended by the equipment manufacturer.
Dispose of used batteries according to manufacturer’s instructions.

CE Compliance for Europe

Verified to comply with EN55022 for RF emission; EN-55024 for Generic Immunity, as
applicable; and EN-60950-1 for Safety.

Environmental Compliance (China)
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Obtaining Service

WD values your business and always attempts to provide you the very best of service. If this
Product requires maintenance, either contact the dealer from whom you originally
purchased the Product or visit our product support website at http.//support.wd.com for
information on how to obtain service or a Return Material Authorization (RMA). If it is
determined that the Product may be defective, you will be given an RMA number and
instructions for Product return. An unauthorized return (i.e., one for which an RMA number
has not been issued) will be returned to you at your expense. Authorized returns must be
shipped in an approved shipping container, prepaid and insured, to the address provided on
your return paperwork. Your original box and packaging materials should be kept for storing
or shipping your WD product. To conclusively establish the period of warranty, check the
warranty expiration (serial number required) via http.//support.wd.com. WD shall have no
liability for lost data regardless of the cause, recovery of lost data, or data contained in any
Product placed in its possession.

Limited Warranty

WD warrants that the Product, in the course of its normal use, will for the term defined
below, be free from defects in material and workmanship and will conform to WD's
specification therefor. The term of your limited warranty depends on the country in which
your Product was purchased. The term of your limited warranty is for 1 years in the North,
South and Central America region, 2 years in the Europe, the Middle East and Africa region,
and 1 years in the Asia Pacific region, unless otherwise required by law. The term of your

WD SENTINEL DS5100/DS6100 77
ADMINISTRATOR AND MAINTENANCE GUIDE


http://support.wd.com
http://support.wd.com
support.wd.com
support.wd.com

REGULATORY AND WARRANTY INFORMATION

limited warranty period shall commence on the purchase date appearing on your purchase
receipt. WD may at its discretion make extended warranties available for purchase. WD shall
have no liability for any Product returned if WD determines that the Product was stolen from
WD or that the asserted defect a) is not present, b) cannot reasonably be rectified because
of damage occurring before WD receives the Product, or ¢) is attributable to misuse,
improper installation, alteration (including removing or obliterating labels and opening or
removing external enclosures, including the mounting frame, unless the product is on the list
of limited user-serviceable products and the specific alteration is within the scope of the
applicable instructions, as found at http.//support.wd.com), accident or mishandling while in
the possession of someone other than WD. Subject to the limitations specified above, your
sole and exclusive warranty shall be, during the period of warranty specified above and at
WD's option, the repair or replacement of the Product with an equivalent or better Product.
The foregoing warranty of WD shall extend to repaired or replaced Products for the balance
of the applicable period of the original warranty or ninety (90) days from the date of shipment
of a repaired or replaced Product, whichever is longer. The foregoing limited warranty is
WD's sole warranty and is applicable only to products sold as new. The remedies provided
herein are in lieu of a) any and all other remedies and warranties, whether expressed, implied
or statutory, including but not limited to, any implied warranty of merchantability or fitness for
a particular purpose, and b) any and all obligations and liabilities of WD for damages
including, but not limited to accidental, consequential, or special damages, or any financial
loss, lost profits or expenses, or lost data arising out of or in connection with the purchase,
use, or performance of the Product, even if WD has been advised of the possibility of such
damages. In the United States, some states do not allow exclusion or limitations of
incidental or consequential damages, so the limitations above may not apply to you. This
warranty gives you specific legal rights, and you may also have other rights which vary from
state to state.

GNU General Public License (“GPL”)

Firmware incorporated into this product may include third party copyrighted software
licensed under the GPL or Lesser General Public License ("LGPL") (collectively, “GPL
Software”) and not Western Digital’s End User License Agreement. In accordance with the
GPL, if applicable: 1) the source code for the GPL Software may be downloaded at no
charge from http://support.wd.com/download/gpl or obtained on CD for a nominal charge from
http.//support.wd.com/download/gpl! or by calling Customer Support within three years of the
date of purchase; 2) you may re-use, re-distribute, and modify the GPL Software; 3) with
respect solely to the GPL Software, no warranty is provided, to the extent permitted by
applicable law; and 4) a copy of the GPL is included herewith, may be obtained at
http://www.gnu.org, and may also be found at http://support.wd.com/download/gpl.

Modification of or tampering with the Software, including but not limited to any Open Source
Software, is solely at your own risk. Western Digital is not responsible for any such
modification or tampering. Western Digital will not support any product in which you have or
have attempted to modify the Software supplied by Western Digital.
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Hardware Replacement Procedures
WD RAID Storage Utility
WD Sentinel DS5100/DS6100 Administrator Reference Sheet

Hardware Replacement Procedures

Before You Begin

Replacing a Hard Drive

Removing the Unit Cover

Replacing the SODIMM Memory Module
Adding a Boot Drive

This chapter provides the steps necessary to replace the following components designed for
replacement for the WD Sentinel DS5100/DS6100.

* Hard Drive

" Fans

*  SODIMM Memory Module

*  Power Supply

*  Boot Drive
The WD Sentinel is also designed to be easily mounted on a rack.

Before You Begin

* Ensure that you have the correct replacement unit.
*  Review the procedures before beginning to replace a part.
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Replacing a Hard Drive

It is simple to replace a drive in your WD Sentinel server. First, make sure to go to the WD
Store to purchase a compatible replacement drive. For a complete list of approved drive
models, search for Answer ID 9443 in the WD Knowledge Base at http.//support.wd.com.

The drives in the WD Sentinel server are “hot swappable.” This means that the

WD Sentinel server can remain powered on while you replace the drive. Once you replace
the drive, the WD Sentinel server automatically reconfigures the RAID. (See “Find compatible
hard drives” on page 35.)

What you’ll Need:
* Replacement hard drive

Replacing a Hard Drive

Use the following steps to replace a drive in your WD Sentinel server.
1. Unlock and open the drive door (Figure 1).

Figure 1. Open drive door

2. For a failed drive, verify that the LED for the failed drive is solid red.
3.  Pull the handle on the front of the hard drive toward you.
4. When it snaps open, pull the hard drive toward you to remove it. (Figure 2).

Figure 2. Remove hard drive
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APPENDIX

Slide the approved replacement drive into the drive bay, making sure that it is properly
seated and is facing the correct direction.

]

I
[[] ”ﬂ

:

Figure 3. Replace hard drive

6. Using some force, snap the drive handle shut.
7 Close and lock the door on the front of the server, making sure it snaps shut.

The LED remains blank until the rebuild is complete. The rebuild percentage displays
on the LCD.
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Replacing a Server Fan

When a fan requires replacement, you will receive an e-mail Alert indicating that there is a
problem with one of your WD Sentinel server fans.

The fans in the WD Sentinel server are “cold swappable.” This means that the WD Sentinel
server must be shut down prior to your fan replacement. To shut down your WD Sentinel
server, follow the steps outline in “Shutting Down and Rebooting the Server” on page 40.

Important: To avoid electrostatic discharge (ESD) problems, ground yourself by
touching metal before handling the device.

What you’ll Need:

*  Phillips screwdriver
* Replacement server fan

Replacing a Server Fan

1. Shut down the server.

2 Disconnect all external connections.

3.  Place the unit on a clean and stable surface.
4

On the back of the unit, loosen and remove the four (4) Fan Plate mounting screws
(Figure 5).

7

e

g{ﬂﬂ
Y]

o

Figure 4. Remove Fan Plate mounting screws
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5.  Carefully lower the fan plate toward you then lift the fan plate out of the unit (Figure 5).

— o,

Figure 5. Remove fan

WARNING! Before removing the fan plate completely from the unit, detach the fan
interface connector from the back plane PCBA.

6.  Gently place the replacement fan into the unit, ensuring that the orientation of the fan
is correct and that the fan interface connector is connected.

7.  Replace and tighten the four (4) Fan Plate mounting screws.
8. Do not over-tighten the mounting screws.

9.  Reconnect all of the cables for the device.

10. Restart the server.

Important: Do not disassemble the fan. Return the entire assembly intact to WD, if
instructed to do so.
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Removing the Unit Cover

Use the following steps remove the cover on the WD Sentinel DS5100/DS6100 device.
These steps are necessary to replace certain internal parts.

Important: To avoid electrostatic discharge (ESD) problems, ground yourself by
touching metal before handling the device.

To shut down your WD Sentinel server, follow the steps outline in “Shutting Down and
Rebooting the Server” on page 40.
What you’ll Need:

*  Phillips screwdriver

Removing the Unit Cover

1.  Before getting started, shut down the server and disconnect all external connections.
2. Place the unit on a clean and stable surface, with the back of the unit facing you.

3. Release five (5) screws on the back of the unit (Figure 6).

Figure 6. Unscrew and remove unit cover

4.  Pull the unit cover toward you up to release the cover.
(Figure 6).
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Replacing the SODIMM Memory Module

The SODIMM memory module in the WD Sentinel server is “cold swappable.” This means
that the WD Sentinel server must be shut down prior to your module replacement. To shut
down your WD Sentinel server, follow the steps outline in “Shutting Down and Rebooting the
Server” on page 40.

What you’ll Need:

*  Phillips screwdriver
* Replacement SODIMM Memory module

Replacing a SODIMM Memory Module

1. Shut down the server.

2 Disconnect all external connections.

3.  Follow the steps outlined in “Removing the Unit Cover” on page 84.
4

On the top of the unit, loosen and remove the six (6) screws holding the PCBA unit in
place.

Figure 7. Remove screws from PCBA unit

Important: Do not remove the screws from the Cross Brace Member.

5.  Carefully lift the PCBA up and away from the rest of the unit.

6. Disconnect all cables attached to the assembly, then gently place the flipped assembly
on a stable flat surface ().

WARNING! Ensure that the connector clears the plate when removing the
assembly.
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7.  Remove and replace or add additional 2PL-SODIMM module(s).

Figure 8. Replace 4PL-SODIMM module

8.  Once the 2PL-SODIMM module has been added or updated, replace the PCBA back
on the WD Sentinel device, ensuring that the cables are again attached to the
assembly.

9.  Replace and tighten the six (6) screws holding the PCBA in place.
Note: Do not over-tighten the PCBA screws.

10. Replace the unit cover and replace and tighten the five (5) exterior screws.
Note: Do not over-tighten the exterior screws.

11. Connect all external connections.
12. Restart the server.
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Adding a Boot Drive

The WD Sentinel server comes with either one (DS5100) or two (DS6100) 2.5-inch boot
drive pre-loaded with Windows Server 2012 R2 Essentials and specialized hardware
services and drivers. The pre-loaded boot drive(s) provides the ability to keep the OS
running from the boot drive while redeploying or changing applications and folders running
on the large capacity data drives.

The boot drive in the WD Sentinel DS5100 server are “cold swappable.” This means that the
WD Sentinel server must be shut down prior to adding a boot drive. To shut down your WD
Sentinel server, follow the steps outline in “Shutting Down and Rebooting the Server” on
page 40.

Important: To avoid electrostatic discharge (ESD) problems, ground yourself by
touching metal before handling the device.

What you’ll Need:
*  Phillips screwdriver

* Flat-head screwdriver
=  Boot Drive kit

Adding a Boot Drive

1. Prepare your boot drive for insertion:

* Using a flat-head screwdriver, attach the brace bar to the boot drive.
Shut down the server.

Disconnect all external connections.

Follow the steps outlined in “Removing the Unit Cover” on page 84.

On the right or left side of the unit, find an empty bracket for your boot drive.

e

Empty boot drive
bracket

6.  With the boot drive pins facing the back of the device, gently push your boot drive into
the empty boot drive bracket.

7. Place and tighten two (2) screws, attaching the brace bar on the boot drive to the unit.
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8.  Replace the unit cover and replace and tighten the five (5) exterior screws.

Note: Do not over-tighten the exterior screws.

9. Connect all external connections.
10. Restart the server.
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WD RAID Storage Utility

The WD RAID Storage Utility allows you to configure and maintain the RAID storage on your
WD Sentinel server.

Accessing the WD RAID Storage Ultility
There are two main ways to access the WD RAID Storage Utility:

* Initially, when setting up your drives, you're able to access the utility from the
Dashboard Home page by clicking Setting up your drives in the Task pane and
Selecting RAID from the Set Up your Drives wizard.

* Once your drives have been setup for RAID storage, you can access the utility
from the Dashboard Storage tab by selecting Configure in the Internal Storage
area.

WD Bl Windows Server 2012

Type Initislizing..  RAID
i Drvve Bay 1 Mot mal 200 T8 (WOC WO2009 P -0RAAMBET]
Drive Bay 2 Normal 200 T8 (WDC WOD2009F YPX-0PAAMBE

3 ¥

*  Onyour WD Sentinel server desktop, double-click the WD RAID Storage Utility
icon in the Windows tray.

Using the Home Page

The Home page allows you to access the tasks and information that help you configure and
manage your WD Sentinel server RAID storage.

Storage Management Property Pane
Pane

EEER

=
Event Logs °
@
Pane ®
@
@

. HirnEE -mmtb-":h
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Storage Management Pane

The Storage Management pane uses a tree view to list and show physical and virtual
devices attached to the WD Sentinel server, including:

*  Adapter
*  Virtual Disks
* Physical Devices

Properties Pane

The Properties pan lists the properties of the device selected in the Storage Management
pane. The Properties pane contains two tabs at the top:

" Property: Select Property to view or modify the properties of the device selected
in the Storage Management pane.

* Operation: Roll over the Operation tab to view a menu of operations that can be
performed on the device selected in the Storage Management pane.
Event Logs Pane

The Events Logs pane lists adapter events. The events are categorized into informational,
warning, and error events.

Operations Tab Tasks

Use the following steps to perform tasks on your RAID virtual disks.

Initialization
Use the following steps to create a background initialization of your RAID virtual disks.

1. Onthe WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk.

WD RAID Storage Utility

|2

Write Cache Mode ® Write Back{Performance)

Read Cache Mode * Read Ahead

| ra1D Level :mm:
[ — Functional
Size | ssesscn
Member Count
Stripe Size | K
< L e
e —— S —
Event Logs(1~20/Total Events:1064) gy Llgats
(Adpter|  class | Time

@ g Adapter Event | 09/24/201314:16 | Auto-rebuild has been ditabled
it M
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2. Hover over the Operation tab and select Initialization from the menu.
= WD RAID Storage umm_r.i
|w Storage Management .
i wa: Adapter 0 : t
B - Virtusl Disks Name . wo P
= ) Virtual Oisk 0: (Bootvol) Write Cache M Migrate ® write Bl(kﬂaedorlr
o Firysical Disk: port 0 boce Read Cache Mc Delate ® Read Ahead
i' gﬂh\fsu:al Disk: port 7,boo | T Create RAID e ‘!
) &yPhysical Disk: port 1,date 7| status Functional -
ﬁnhmul Disk: port 2,datz Size 5,588.8 GB 1
&pPhysical Disk: port 5,date Rl e 4 I
&pPhysical Disk: port &,date ) L
~ Physical Devices Sripe Sioe So% 1
&gy Physical Disk: port 0,boct dri
Qﬂhwul Disk: port 1,data dn i
& Physical Disk: port 2,data dri i
I >
L. T :
—p
3.  Ensure that Background Initialization is selected, then click Start. Background

sl Dusi: pen 6. dus
i Physcel Duvices
9 Phrvical Dz ot €, boat dri
4 Physicsl Duske: port 1, data dri,
By Pirysical ik port 3,dka dri

To Pause Initialization:

* On the WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk
* Hover over the Operation tab and select Pause Background Initialization from

the menu.

To Stop Initialization:

* Onthe WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk
* Hover over the Operation tab and select Stop Background Initialization from

the menu.
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Migration
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Use the following steps to migrate a virtual drive into a RAID configuration.

1.

On the WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk where the drive(s) you’d like to migrate reside.

L=

WD RAID Stcrage Uity Q

[ Sterage Hanagement m
5 Device & = 7
= 'lﬂﬂur °
= Virtsal Dk Hame e
=l r. Wirtual Dusle 01 (Bootviel) Write Cache Mode ® Write Back{Performance)
@ Phymcal Diskc port 0boa | paad Cache Mode # Read Ahaad
| R0 Level RAID S
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ﬁﬂ‘v‘-:l' Dk port O,boot dri
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< >
=L e
Event Logs(1-20/Total Events:1064) e lear) I
| Adapter|  class Time |
® | o Adapter Event | 03/24/2013 14116 _| Auto-rebuild has been disabled

Hover over the Operation tab and select Migrate from the menu.

[T

e Brs — i

Storage
i’.ﬂ Storage Management
& Deviee
= ' Adapter 0
= Virtual Disks
B m Virtual Disk 0: (BootVal)
QPh\fslul Dusk: port 0,boo

= [} TR
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Qthsucal Disk: port 2,datz
Qthsu:al Disk: port 5,datz
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&pPhysical Disk: port 7,boo

o

On the Migrate VD screen, in the Select Migrate RAID Level field, select the RAID level
you’d like to use from the pull-down menu.

Initialization "
o Consistency Check
Name L Ratapld i
Read Cache Mc Delete
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4.  Select the virtual drive(s) you’'d like to migrate, then click Submit. Migration begins.
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Consistency Check
Use the following steps to perform a consistency check on your server disks.

1. Onthe WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk you’d like to perform.
E WO RAID Storage Uty Q

;} Sterage Hanagement
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< >
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| Adapter | Class. Time |
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2. Hover over the Operation tab and select Consistency Check from the menu.
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3.  Select Consistency Check from the pull-down menu, then click Start.

=T,

{ WD RAID Storage Uty

This operation will check the consistency of Virtual Disk (Mame: WD)

(C’Hﬂ-!lzﬂﬁ Check Options Contetenty Check u)

BA o A~ PBE A,

The consistency check begins.

Deleting Virtual Drive

Use the following steps to delete your virtual drives.

WARNING! Ensure that you have not selected your boot drive (Drive 0) when
deleting virtual drives. When the drive is deleted, all data on the

drive is erased.

1. Onthe WD Raid Storage Utility Home screen, in the Storage Management pane,
select the Virtual Disk you’d like to delete.
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o Device
5 g Adagter 0
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2.  Hover over the Operation tab and select Delete from the menu.

3
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3. Read the Warning, then click OK.

B

Read the message, then click OK. Your virtual drive(s) are deleted.
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5. Read the message concerning partition information, then click OK. Your virtual drive(s)

are deleted.

WD SENTINEL DS5100/DS6100

ADMINISTRATOR AND MAINTENANCE GUIDE

95



APPENDIX

WD Sentinel DS5100/DS6100 Administrator Reference Sheet

Provided below is a reference sheet that allows you to keep all of the useful information
associated with your WD Sentinel DS5100/DS6100 server in one location. Enter the
information identified below and keep this checklist in a safe location for future reference.

WD Sentinel DS5100/DS6100 Server Name:

WD Sentinel DS5100/DS6100 IP Address:
=  Static IP Address:

* Dynamic IP Address:

WD Sentinel DS5100/DS6100 Server Password:

User Name:

Domain Name:
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